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一.  “宏”攻击防不胜防，江湖再现新变种 

 

2016 11 4 ԅȇ ľ̆ Ŀ ҹ ₯ Һⱬ´Ȉ ӊ ̆

VenusEye ῃ ѿ ľ Ŀ ₯ Ȃ 

 

№ ̆ ҍ ╠ ң Ҍ ̆ Ῥ

ᴆ Ȃ 

 

 ף ᵝ Ҍ ̔ TabStrip׆ ᴆҬ ⱴ shellcodĕ

ҍ ׆╠ ToggleButton ᴆҬ Ҍ Ȃ 

 

 ₱ Ҍ ̔ ԅ EnumCalendarInfo₱ ̆ ₱

Һ ⱳ ̆ Ḥ Ȃ ₱ ҍ ╠  EnumDateFormats

ᵌ̆ Ȃ 

 

ԍ҉ץң ̆ ∞ױ ᴆ ľ Ŀ̆

ғ̆ ₯Ȃ ԍḤ ῃ ӈ҉ 0-Day ῃ Ҁ

╠ ԅ Ḥ ̆ ԍ ↕̆ ∞ױ ԍľ

ĿȂ 

 

ױ ̆ ⌠ 2016 11 08 15 0̔0PM ҹ ̆

ץ ῤ ᴆ Ȃ ױ Ḥ Ὲ ̆

ԍ ῤ Ғ Ȃ 

 

Ῥױ ̆ ₯ ̆ ȁ ȁ

ȁ ⱬ ҩ ҙ Ȃ 

 

 

 

 

 

 

 

 

 

 

 

 



二.  样本概述和特点 

 

̔sample.doc 

MD5̔0d1dbb318ca̙̙̙̙8a96e3e9abb307f3616cd 

 

2.1  0x01. 宏代码分析 

1ȁ ף Ҋ ̔ 

 

 2.1  ῏ ף  

 

2ȁ ף ᾢᴪ׆ѿҩ ҹľnatalĿ ᵣ TabStrip ᴆҬ

ControlTipText Ȃ ׆ ᶷ 7368 ҩ Ȃҍȇ20161031_ ̆

ľ Ŀ ҹ ₯ Һⱬ´Ȉӊ╠ Ḥ Ҍ Ҍ̆׆ ToggleButton

ᴆҬ Ȃ 

 



׆  2.2  ᴆҬ  

 

3ȁ natal ᵣȂ∆ ᵣҬ TabStrip ᴆׅ Ȃ 

 

 2.3  ∆ ̆TabStrip ᴆ  

4ȁ ᵈ̆ ױ ⌠ ᵣҬ TabStrip ᴆȂ TabStrip ᴆ

ControlTipText ̂ControlTipText ץ Ả ᴆ҉ ̆

₮ ꜛḤ ̃Ҭ ץ ⌠Ḡ Ȃ 

 

 2.4  TabStrip ᴆ ControlTipText  

 

5ȁ ControlTipText Ҭ ̆ Ȃ ӊ ̆ ױ

⌠ ᶭ ѿ shellcode ף ȂShellcode ҍӊ╠ ̆ ԍ

Ȃ 

 

 

 

 

 

 

 



 

 

 

 2.5  shellcode  

 

6ȁ RtlMoveMemory VirtualAllocEx ₱ ̆ №≢Ḡ ⌠

̂bilaterallyȁmadid̃ҬȂ 

 

 2.6  ₱  

 

7ȁ buddhism ҬḠ ₮ shellcodĕ VirtuallocEx № ѿ

Ώ ῤ ̆ RtlMoveMemory shellcode

⌠ № ₮ ῤ ҬȂ 

 

 2.7  RtlMoveMemory shellcode 

8ȁҍӊ╠Ҍ ̆ ῒ API ₱ Ȃ

EnumCalendarInfoW ₱ Ȃ ץ ⌠ EnumCalendarInfoW ₱

EnumDatesFormatW ₱ ᵌ Ȃ ѿҩ ᴰ῀ѿҩץ ₱

Ȃ 



 

 2.8  EnumCalendarInfoW₱  

 

 2.9  EnumCalendarInfo₱ ӈ 

 

 

 

 2.10  EnumCalendarInfoW₱ ̆ shellcode ᵬ ₱ ᴰ῀ 

9ȁᶏ ⱴ ̆ ⌠ EnumCalendarInfoW ₱ Ҭ ῀ԅ

shellcode ף Ȃ 

 

 2.11   EnumCalendarInfoW₱ ῀ ף  

 



 

 2.12   EnumCalendarInfoW₱ shellcode 

 

2.2  0x02. Shellcode 分析 

Shellcode ҍӊ╠ ѿ ̆ ῤ PE ᶏ Ҍ

Ȃ 

 



 

 2.13  Shellcode  

 

2.3  0x03. PE dump 分析 

1ȁ ױ ῀⌠ explorer.exe Ҭ PE ᴆ dump ₮ № ̆ ῒׅ ѿҩ

Hancitor Ҋ Ȃ 

2ȁṿ ̆ Ҋ C&C ҍ ╠ Ḥ ѿ Ȃ 

ױ ӊ╠№ Ҭ ̆ Ⱶ ҌῬ ȂӞ

Ⱶ ᴪ GUID̆ ѿ ̆ḂҌῬ Ȃ 

 

 

3ȁ ̆ ױ ⌠ԅѿ֓ ╠Ҍ Ҋ Ȃ 



 

 2.14  C&C └  פ

 

 

 

 



三.  样本报告 

启明星辰 APT 检测产品可以有效检测该样本 

 

 3.1  ₱  

 

 

 3.2  ῀  

 

 

 



四.  为什么需要部署启明星辰 APT 检测产品 

APT ₯ӊ ץ ӊҹ ̆ ҹ ₯ ̆ ̆

̆ ᴰ ῃ ȁ͂ ᷅ ȁ͂ ᷅ ȁ ῏ȁ

҉ ҹ ῏ ῃ ץ ̆ ̆ ԍ ץ

Ҍ ӈ ᶏ̆ ף ₯ȁ Ҋל ₯

Ȃ 

APT ֟ ԍ № ᴆ ҉̆

ԍ ℗ ̆ ѿ ⇔ ֟ Ȃ ԍ ⱬ ȁ

H-worm № APT ₯̆ ⱴ῀᷅ ȁ └

₯̆ APT ₯ Ҍԋ Ȃ ץ APT ֟

̆ ̆ ̂0-daỹ̆‰ ᵝ Һ Ȃ 

 

4.1  启明星辰 APT 产品检测解决思路 

₯ ̆ APT ֟ ̆ ץ

₯Ԋᴆ Ȃ֟ ץ ₯ ᴆ

̆ ᾧ ף Ҭ ̆ APT ₯ Ȃ 

APT ֟ ̆ᵬҹѿ ף ΐ Ғ

ҙ ῃ֟ ̆ ̔ ף ȁ ₯ ȁ ≢ȁ

̂0-daỹ≠ ҹ ̆ Һ Ȃ

↓ ῤ ᾢ ̂ ꜚ ̃̆ ̔ԋ

└ ȁ ȁROP≠ ȁ API ȁ ȁShell code ȁ

̆ ץ ₮ APT ₯ ̆ ̆֟ ֲ Ⱶ̆ APT

₯Ȃ Ҋ ̔ 



 

4.2  关于 VenusEye 安全团队 

VenusEye ῃ ֟ Ғҙ № Һ̆

֟ ҉ ῃԊᴆȁ ȁ

№ ̆ ᶫҒҙ№ Ȃ ᴪᶭ

֟ ̆ ῒҬ Ạ

῀ № ̆ ғ ₮Ғҙ № ȁ ₮Ғ

ҙ ̆ҹ ‗ ᶫ ꜛȂ 

VenusEye ῃ ׂ̆ᾢ ԅȇ

̆ľ Ŀ ҹ ₯ Һⱬ´ȈȁȇH-worm

№ Ȉȁȇ Hedwig №

ȈȁȇLocky ₯ № Ȉȁȇ

№ Ȉȁȇ ԅ 18

ף ȈȁȇSandWorm̂ ץ

Ҋ ̔ ̃ ₯№ Ȉ ᴍҒҙ ῃ№

̆ Ҋ Ȃ 


